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STM32 Cryptolib 18 Fl £ 75——AES GCM i & IAIIE 2 W o] B3 (K BIF 7T

FKt7: Cryptolib, AES , #F&#

1. 5§

X-CUBE-CRYPTOLIB /24T STM32 [ Crypto 5Ly i, SCREXFRE . AR PR
P SAEFZMENL. EFMAEM Cyrptolib HARE, w DAE R HITEF h SE 8 i . 8
#SAPAIE N EES 2 AN R TR %2Rt MR, 35 AR IR i SR AT
A Sl SR Ak 2 B R S R )

K STM32 Crypto 5ik 7 N K 8 UL IR e A2 — Bt B RS P i MCU (14
CRC i, VB4t B AU E AR, BN e B P O R R Bl 53 . ACSCHE L
IR 5 S —F B TR VR EE R

2. BRIR

2 NI H o R AR [ BRI A O A AT N IR R, AR R A T AES-
GCM Bk iiiZAR 45 . N EEE AES-GCM HEAT g, I TAG 7 LU T 5631F &
PSR ) At . FE T H R4S 4 F] X-Cube-Cryptolib 47 AES-GCM iz 5. EArALf#
H cryptopp820 fii%& E Xt [E 44 H #x bin SXAFE TN, #8578 MCU _Liliid X-Cube-
Cryptolib 1% FEi#41T AES-GCM128 %, M Hul A 78, (H2& TAG ¥ 2 ik

3. M EELL

IEHENT, XM AES_GCM_Decrypt_Finish(P_pAESGCMoctx, NULL,
P_pOutputSize); #4175, AESctx.mFlags 25 Rt & il id 15, R, %E
RiiZEET 0x22, TMHisAT 4R A 2R A2 0x12.

WA R B 5

#18 ] AES-GCM DIBERIR AL AE X-Cube-Cryptolib H—ANfiij 2 iy R e () B 455 53
TR, EERAGAZAE, 458N AES-GCM K56 /& T LU Ih ), (H2%
B E 7N H B G2 Bl o R ERAT 14 T R S AN PR T M

VNS 2282

NHFEFEMH T FreeRTOS, T IAR i ikifsE,
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raise condition [ 7] i ,

BEENFEHENR

PR SE T 15 AT S5k g i, TR B R WA S L
IAR stack size: 0x4800
IAR heap size: 0x4000
FreeRTOS heap size: 85KB
HIT AES iIZE % 1% stack size: 25608

iBid FreeRTOS ) uxTaskGetStackHighWaterMark() B & 1% £ F2i0 4 500 75
Je A R AR A A

AESGCMctx_stt 45411 K/ 2360 75, AES-GCM NNR % ek 807 1 stack Kk
WEFE 450 1 Aq, AH N HARRS R iz Ar 0 SO A RiAe &, DUME AT AE ) LN AN A 22
FEHEA], IXFE R LA AR /N 0, AAEAE stack overflow (1)) .

BEEBAVER. nap 304

ML, BTA cryptolib Hi) symbol 7E map H R /NERIE R, ME— A ] A2
AESGCMctx_stt Z5 1478 & [1 K/

o NHAMES .map: AESctx 0x2002f1f4 0x8f8 Data Gb AES_GCM_Decrypt.o [1]

o TFEMIAA .map: AESctx 0x20002e64 0x938 Data Gb AES_GCM.o [1]

SR AN F) 16] RN i AR AN G5 A B A BRER &R, 5 TR TR A B T XA
I

BEEWH MK crypto P4

257, INCLUDE_AES192 Al INCLUDE_AES256 4% 5 X AE config.h 5 X
Wk B, 1X¥ 5% aes_gem.h o' AESGCMctx_stt B 25 1) (1) i fA A8 &

uint32_t amExpKey[CRL_AES_MAX_EXPKEY_SIZE]; ) k/NR A4k, KA
CRL_AES_MAX_EXPKEY_SIZE 15 SR INCLUDE_AES128/192/256 52 15 5 L2 it
NGB

//#define INCLUDE DES ((uintlé t)0x0001)
//#define INCLUDE TDES ((uintlé t)0x0002)
#define INCLUDE_ AES128 ((uintl6_t)0x0004)

//#define INCLUDE AES192 ((uintl6_t)0x0008)

LAT1026 - Rev 0.3 page 2/4



Lys

LAT1026

//#define INCLUDE_AES256 ((uintl6_t)0x0010)
//#define INCLUDE ARC4 ((uintl6 t)0x0020)
//#define INCLUDE CHACHA ((uintlé6 t)0x0040)

//#define INCLUDE CHACHA20POLY1305 ((uintl6_t)0x0080)

4. |0 BRARR

¥ config.h BLEBEREBEHINAT & ATIT, BFT9 e, I TAG JiERens IE W8
#define INCLUDE AES128 ((uintl6_t)0x0004) /*!< AES functions with
key size of 128 bit are included in the library. */
#define INCLUDE AES192 ((uintl6é_t)0x0008) /*!< AES functions with
key size of 192 bit are included in the library. */
#define INCLUDE_ AES256 ((uintl6é_t)0x0010) /*!< AES functions with
key size of 256 bit are included in the library. */

5. /NG

fil 52, WR{EH X-Cube-Cryptolib [ 1)1, {EAM - 8iA 2Kz config.h (R %,
AR AR EAT O E . HSe, ERIRS L T, T shRA C et s, HE
B A I (AR P Ao P 80 ) o B S B e e A ) H AR SO o RN AL LU SR P2
SEC B W] AT AR A (] A8V, SURTERE I 1AM BIOY B OANR ZE TR, 16 R &5
KANRAARAEE S P 13 A

R 3 52
F1 A e
2021408 H 02 H 1.0
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HERR - HFHAE

EEF AR AT AE ST REBIN X ST 7 A /| BASCHEEAT A E KA, BASATEE . KITFET 5 2RISR T ST 7™ i
PR R ST 7 S BB B AR IR IT SR A fAH S ST 88 20K

ST5 EAT SIS ST P MG F A, ST MEARIA L WL B 8 57577 b BEH ARG (KT 534E
ST AKHLAT R P AGIEAT AL B s SRR (K ALV
I ST P A A T RAR SR BLR(E BIHE, A5 SE0 ST EFXT™ i T I SRAE R AL

ST M1 ST #br2 ST MRTkF. &5 ST MM EZEL, 5% www.st.com/trademarks. T Fof = B SS & TR NI & B TG & 1
7o

ASCRERE ST hEAM AN AN, BUEZRE S, FHIPEMG S T2 75N R sERig. ¥ 30hNRIEE Rk S
ST B MBCRIA—E, 1 ARSI IESS FA ST B MR AN . S 584 A ERCR S RIA SRS (RIS, mEgES) &
B BT A R (8 F BRI AR SORY P 25171 -5 3R AT A XU o

ASCRE RS S BURA SR A SRR A 3 i (5
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