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OTFDEC &1

« OTFDEC = On-the-fly Decryption

- NFIZR:
o (RIPRIMFIEES E(CRD (BIHIE<S/EUE) IWEE, BEBHFRIE I TRIRER

AFOTFDECRYER mwOTFDECHIER
o SN ASIEEI NEBSRAM, o FCEOTFDEC: E{FRRIRINXIBSEE, NNEZSE
o (R EEINFZEYE, BERISRAMAYE DX o BECEOSPIT{FfEmemory mapt&z\
o NIZMN\SRAMBTHEZE SIS o WIZEREHFITI/NBINZ(CHS

STM32

e SRSAM “ Cortex® Core
— i 4 B‘f. OTFDEC1 OctoSPI1 Siema

matrix Encrypted DM A,MDI‘E"I\ A, matrix memory
Dh;%magh sDMMC Decrypted Encrypted Encryjpted
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OTFDEC &1

« T{FIRTH:
o ITIMERTRAEX _EIIEMRABEOHST, OTFDECHREZEEEXREIRG F, AT
« OTFDECTIL{EfXAES-128-CTRI=Z
- FEERCEOCtoSPIT{EfEmemory-mapi&Ez!,
- 1Z3p=, OTFDECT{FER=ZAE (B LFEINERE, AMERFGEITICEER)
« OTFDECHEANECER T, BJLURZIEH MBFIEX _EAY4 1 region

« EEpOTFDECHYSTM32%5%
« STM32H73x: STM32H730, STM32H733, STM32H735
- STM32L56x: STM32L562
- STM32U58x: STM32U585

[ﬁféOTDECEZﬁr 200 sTm32is SRS, 11. OTFDEC, EASH ANIBMRLIFHEEE
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https://www.stmcu.com.cn/ecosystem/chip/chipfamily-STM32L5-11

OTFDEC f#=Z5 | NFEREZ/)?

o AN TFHITIMNEBFlash_EAYRESTIE, HTIMERFlashiUINZMLRS, OTFDECHER S
ESINRIEIRBE S/

STM32
Cortex® Core
- —m
DMA,MDMA, IX memory
SDMMC BESZICRD
FIMUABIERGEIR
STM32 Bt o
Cortex® Core T-zl-l m ;EE’\JLJ\_\.
matrix memory
DMA,MDMA,
e BASZ BY Iz




gt

Demo

EREEtESSimage sizeZ7963K

- BARNRFERS: Crypto Selftest, F

jai

Miztin s

SN
AHREENIIE

ExtMem_Boot:
MR EFlashEttbitEzs), FE
OSPI Mg, HkEEZEISMERFlash

MR T

=1 BiniER, X, 1317 HRWFlash
=2 BisER, X, B{TE5MIFlash
=3 BiniER, BN, BfTERYMFlash

ExtMem_Boot OTFDEC:
FHExtMem_Boot TFEHIT 3K,

Demo Project
BHimlidl L2
Crypto_Selftest

Crypto_Selftest_ext_plain: E
Crypto_Selftest TIE{SHGI 3
(BRI H, VTIOR)

Crypto_Selftest_ext_plain £
4 RRAYBESZACABbin, TN
MIEtEE S RIINECASbIn

I OTFDECYMEIIEL S

Ly
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M3z E1: Crypto Selftest

« MR selftests]
« fE<mbedtls_config.h>HhikiEselftestsE AN Z2451

for{ test = selftests; test->name '= NULL; test++ ) 1 rnbedﬂs_n1d5_seHLjest
if{ test->function{ 0 ) !'=0 ) 7/ v —-> 0 2 rnbedﬂs_shal_sehljest
: suites failed++: 3 mbedtls_sha256 self test
: 4 mbedtls_aes_self test

o1

mbedtls_ccm_self test

° g{ﬁﬁj’*ﬁ;}”\”éu - FE%@&F , j{%ﬁgcaChe 6 mbedtls_entropy_self test wrapper

/S check user button status to enable CACHE
ESP FB Init (BUITON USER, BUTTCH_MCDE GFIC);
if { B5SP_FB GetState (BUITON _USER) == GPIO_PIN_SET )

{
CEU_CACHE Enakle():
cache flag = 1;

1S7; ! :
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M3z E1: Crypto Selftest

* S INBETIEIEICR - (ERRETHESH
- HIIRIC LT ERES - MF_EFlashEttit Ezh
#iidef DWT_CYCCNT o 1‘bﬁ£_’;iz_5 j'r H_ J:Flash

CoreDebug->DEMCE |= CoreDebug DEMCE TECENL Msk:
DWI->CYCCHT = 0;

DHT->CTRL = 0Oxl: Vector Table  Memory Regions  Stadk/Heap Sizes
SETEET intvec start | 0x03000000
= =THITEYE, HEAOTEYE
1% b(l)\Jl_t*{ﬁ J 1EZ1THYT g
Vector Table Memory Regions  Stack/Heap Sizes
gifdef DWI_CYCCNT
time stamp [time stamp index++] = DWI->CYCCNT;: start: End:
DWT->CYCCNT = 0 RO 0x08000000 0x050FFFFF
fendif
RAM 0x20000000 0 200 1FFFF

- FTEDRETIEI B U E=E PR 1 H

LCD UsrTrace{ "\n Total time cost is : %10d us ",tl )

for (i=l; 1<8; i++)
{

r LCD UsrTrace{ ™\n Time cost for test # %d is : %10d us @ %s", i, time_stamp[i]//sysclk , selftests[i-1].name);
Y/ U

7
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3752

- [EEn T2 EXiemiBoot - Binlitizrr: Ciplolselfiestiextiplain
- {ERIELALBSPIREIHIIRLOSPIE + BT NEIAR1AICrypto_Selftest TAZEL
/* OSPI device configuration */ ° 1‘%ﬁgi§ffi’?£ H_ 9 |‘F|aSh

0SPI_Flash.InterfaceMode = BSP_OSPI_NOR_OPI_MODE;
0SPI_Flash.TransferRate = BSP_O5SPI_NOR_DTR_TRANSFER;

Vector Table  Memory Regions  Stadk/Heap Sizes

if (B5P_OSPI_NCE_Init (0, &05PI_Flash)!= BSP_ERROR_NCHNE)
I .intvec start 0x 80000000

return MEMORY ERROR;
}

Vector Table Memory Regions  StackfHeap Sizes

° EE%OSMI«EEmemOW'map*EEE Start: End:

ROM | 0%30000000| | | Ox93FFFFFF |

A4 Enable MemoryMapped mode &/

if (BSP_OSPI_NOR EnableMemoryMappedMode (0) '= BSP_ERROR NONE)
0 RAM |0xzuuuuuuu | |Ux2l:IUlFFFF |

return MEMORY ERRCR;

* VTOR{SHBERA{Z

}
#ifdef VECT TAE SRAM

- BEAERISMEBFlashigT
------- SCB-»VIOR = D1_AXISEARM BaSE | VECI_TAB _OFFSET:

__set MSB(*{__IO uint32_t*) 0x90000000UL); telse
TarpToRpplication() : //SCB->VTOR = FLASH BANK1 BASE | VECT TAB OFFSET

SCB->VIOR = 0x90000000T;
‘, l gendif 3
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- EEITHE: ExtMem_Boot OTFDEC

« EI7E209ExtMem Boot TFEER Ei7sI03T
OTFDECHI#IIAHL,

hotfdec.Instance = OTFLDECL;
HAL OTFDEC Delnit{shotfdec):
if (HAL OTFDEC Init(shotfdec) != HAL OH)
{
Error_ Handler():
1
__HAL OTFDEC ENABLE IT{shotfdec, OTFLDEC _ALL INT):

[HAL OTFDEC RegionSetMode (ehotfdec, OTFDEC_REGICN1, OTFLDEC _REG MODE INSTRUCTION OF_DATA LCCESSES)

Ra‘OTFDEc%’:E%‘%%&EI’\JiQE

W37 R3

]

- FAPCIK LR, XNhidizgE2H
B7E 5’|‘“I3FIaShE’J1JCﬁE.'J1EQ7JI] L

Hithih1E

IR RS EMNBLEOTFDECHYf#
BEM— (AESENNFRINZELX)

{sEEFUtilitiesB R A T EHA-IE

uint32 t Key[4] = {0x01234567, 89RBCDEF, 0x12345678, OxSRBCDEF0};

HAL OTFDEC RegionSetKey (shotfdec, OTFDEC REGION1, Key)

/* Config re and lock regicn,enable OTFDEC decryption */
Conflg Nonce[ 1 = 0xBRRBBCCDD;

Config.Nonce[1] = 0x1357%BDF;

config.Starthddress = 0xG80000000

Config.Endhddress = 0x90010000;

Config.Version = 0DxABBA;

if
{

GT Error Handler();
}

(HAL OTFDEC RegionConfig(shotfdec, OTFDEC REGION1, &Config, OTFDEC_REG CONFIGR LOCK ENABLE)

Project_pad_pre_enc_post.bin

= HAL OK)
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Miti7|3, OTFDECHRESMINRE

» AES-128-CTRHYZH « AES-128-CTRESIV, XU T
- AFR{EEIEE - HH=ZRSER
o« ZNFIFEF uint32_t Key[4] =
{0x01234567, 0x89ABCDEF, 0x12345678, gl 3] i -
OX9ABCDEFO} OTFDEC_RegionConfigTypeDe Config
Nounce [0] OXAABBCCDD
FRFERIRE
Nounce [1] 0x13579BDF

OTFDEC *jﬁ StartAddress 0XO0000000 ey
FRFEEEE

0x0 0x67 O0x45 O0x23 O0x01 OxEF OxCD OXAB 0x89 HEELL ES

Version OxABBA N
- 0x78 Ox56 O0x34 Ox12 OxFO OxDE OxBC Ox9A g’nﬁﬁgﬂ'ﬂﬁﬁ

Ky »
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Milim=R3, PCimlNiEE LRSI E
{5FHopenssl|

+ opensslan T HIE

openssl.exe enc -aes-128-ctr ...... -K 9ABCDEF01234567889ABCDEF01234567 ......

OTFDEC #$H

it | =95 | 35 | 6 |56 | 50 | 56 | F6 | F0 |56 |56 |56 | F6 | 6 | 76 | F6 | 76
0] 1 2 3 4 5 §) V4 8 9 10 11 12 13 14 15

Ox67 Ox45 O0x23 Ox/71 OxEF OxCD OxAB O0x89 Ox78 O0x56 0x34 O0x12 OxFO OxDE OxBC O0Ox9A

[ —

openss| ¥2$H

o ol

ik FH FP FP OFP FD FP OFP FP OFH FH
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

G 0x0O Ox9A O0xBC OxDE OxFO 0x12 0x34 O0Ox56 O0x78 0x89 OxAB OxCD OxEF Ox71 0x23 0x45 O0Ox67

life.augmented

11



NMhixia=3, PCimlfE= T E=HANRE
{§Fopenss|

e opensslagSHIIV

openssl.exe enc -aes-128-ctr ...... -IV 13579BDFAABBCCDDO0000ABBA09000000 ......

OTFDEC IV

Sl
OTFDEC_RegionConfigTypeDe

Nounce [0 OXAABBCCDD
Nounce [1] ox[i#i8579BDF

StartAddress 0x90000000
EndAddress 0x90010000 :
RegionlD =
Version OxABBA
Word 2 = VersionZZ Word 3 = StartAddressZ 5
L TH OFH OFP PP OFP P OFP OFP
8 9 10 11 12 13 14 15
G ox0O |08 o0x57 0x9B OxDF §OxAA OxBB OxCC OxDD JOx00 Ox00 OxAB OxBA 0x09 O0x00 Ox00 JOx00 L
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W37 5R3, PCumiNfFE TEANESHA

{FEHopenssl

Crypto_Selftest_ext_plain T4 AIBASALHS : Project.bin

BORFITIA TS
srec_cat.exe [PIOJEGEBIA -binary -fill OXFF 0 0x10000 -0 Project_pad.bin —binary
xxd -e -g 16 Project_pad.bin > tmp.txt

052 & FRhhE xxd -r tmp.txt > Project_pad_pre.bin
openssl.exe enc -aes-128-ctr -nosalt -e -in Project_pad_pre.bin -out

Project_pad_pre_enc.bin X4 9ABCDEF01234567889ABCDEF01234567
13579BDFAABBCCDDO0000ABBA09000000

xxd -e -g 16 Project_pad_pre_enc.bin > tmp2.txt

Project_pad_pre_enc_post.bin xxd -r tmp2.txt > Project_pad_pre_enc_post.bin

OTFDEC
AES =
(K, IV)

Ly
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- YIREI IR, EaniTEIRKBALIT <
« H7_OTFDEC_Efficiency\Utilities\ExtTools

o SZREM EdllProject_pad pre_enc_post.biniSiiEaR RGN

e e L e RO o K KO et KR 3 o ot e S e O 1 ramesoeney \Utilities\ExtTools>srec_cat.exe Project.bin -bi
nary -fill OxFF © ©x10000 -o Project_pad.bin -binary

SEsEsr\Utilities\ExtTools>xxd -e -g 16 Project_pad.bin
=egg\Utilities\ExtTools>xxd -r tmp.txt > Project_pad

SO =R, ' Zase =HE bt e e \Utilities \ExtTools>openssl .exe enc -aes-128-ctr
-nosalt -e -in Project _pad pre.bin -out Project _pad pre enc.bin -K 9ABCDEF©1234567889ABCDEF©1234567 -iv 13579BDFAABBCC

DDOOBOABBABS000000

e i o e 1 e W f._.‘.T PRERefEgSiseRef RSt e it Reiisimadeidanapmeml Jti 11 ties \ExtTools>xxd -e -g 16 ppoject_pad_ppe

_enc.bin > tmp2.txt

R L EpererorenEn \Utilities\ExtTools>xxd -r tmp2.txt > Project_pa
d _pre_enc_post.bin

ettt e R DA b O e D e L AL E D e S T A LIS G AMDLCLOECAEC \ Jtilities \Ext Tool s>
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[1] %= 3093Z 5 TF2ExtMem_Boot OTFDEC
T ZISTM32H735G-DKHR

vl

[2] &
B

@ Connected

ST-LINK & Programming

File path il ties'-_Lat|ac:sh_ie"':ue-:t_pan_pre_en:_past.bu'{ -

(Y]
= External loaders Start ackdr Ox20000000
Q Skip flash erase before programming
MHame Board Start Address Memory Size  Page Size Type .{ "."(‘-_-:I',,l programmang
MXESL51 6 _STMIZFT2IE-DISCO STM3IZFT23E-DISCO O 000000 BabA w100 MOR_FLASH
MX25L5126_STM32F7308-DISCO STMIZFTI0B-DISCO  (heSX000000 B4M 0x100 NOR_FLASH Run after programming
MX2SL512G_STM32FTE9I-DISCO STM32F7691-DISCO T S0000000 (=10 Ox 100 MOR_FLASH
BdM Ox 1000 HNOR_FLASH
MX2SUMS1.245G_STMI2HTI5G-DK STM32HTISG-DK Bam Ox 1000 HOR_FLASH
[+ 1] O 1000 HOR_FLASH
MXZSLMS1245G_STMIZHTBI-DISCO-5FI  STM32HTBI-DISCO-.. OnS0000000 BdM 01000 MOR_FLASH
ME25LM51245G_STMIZHTEII_DHSCO STM32HTE3I OSO000000 BdM 01000 MOR_FLASH
MXISLME1 245G STMIZHTRII-EWAL-RE STM3IZHTEILEVAL-R Q20000000 [ 18] 01000 MOR_FLASH
ME25LME1 245G _STMI2HTBII-EVAL-REVA STM3ZHTRII-EVAL-R CuSD000000 (=10 Ox 1000 MOR_FLASH 2 ~
TERY
o [3] &E0x9000 00004MATNNEAD
Verbosity level (@ 2 3
4 FHeeigion [D - Fav £
:UPLOADING OPTION BYTES DATA 5 — . o
Chak 00 = Memory & File edition
4: Address  :DWS200201¢ ]
4: Sizé ) 92 Byted
S Bytes " Device memory - roject.bin .
d: Address ; thaB000000 »
2 Roead progross
: Time elapsed during the read operation is: 000C00.002 Add ress 0x90000000 - S"Ze 0x400 Data Width 32‘bit - Fin(
] Address 0 4 8 C
3 0x90000000 9046CB02 6D322829 BO566656 5166A004
0x90000010 6DEB40EO B165D36F C8C8773B 99CF82AD
CPU 0x90000020 D5B500ES M\I1_%ﬁ% F2A0958D AQ28CF8D
0x90000030 2230A630iE 14795208 C1DE52BA
Y/ 0x90000040  A2BEOAE2  974B0A37  82FCI8A2 63408143 15
life.augmented 0x90000050 A444C44D 6AE8D758B C6E27E90 81094029




[4] {EFHSTM32CubeProgrammer,
LAhotplug7s TV +

[5] {EEEHRELOSPI FlashiLoader

MX25LM51245G_STM32H735G-DK STM32H735G-DK

D MX25LM51245G_STM32H7BOx-EVAL STM32H7B0x-EVAL

(] MX25LM51245G STM32H7B31-DISCO-SFIx STM32H7B3I-DISCO-...

@ s
| 23:52:52 1 Revision ID : Rev Z

[6] &EZE0x9000 0000IARE

Device memory

@ Connected

ST-LINK

[7)] ¥JFFProject.bin, BEERA

151

Address | 0x90000000 @ ¥ Size | 0x400 Data width | 32-bit
Address 0 4 8

0x90000000 2000FD0O8 9000EC39 9000EC49 9000E(

0x90000010 9000EC4D 9000EC4F 9000EC51 0000004

 orocoreris ssmsman

0x

0x90000040 9000EC9D 9000ECAlL 9000ECAS 9000E(

0x90000050 9000ECAD 9000ECB1 9000ECBS 9000E(

0x90000060 9000ECBD 9000ECC1 9000ECCS 9000E(

Device memory |Project:bin -

Address 0x0

Address
0x00000000
0x00000010
0x00000020
0x00000030
0x00000040
0x00000050

v | Size

0
2000FDO8
9000EC4D
000000¢=
9000EC
9000ECSD
9000ECAD

OxEF65

4
9000EC39
9000EC4F

9000ECAL
9000ECB1

Data width

8
9000EC49
9000EC51
27900000

JOBOE1
9000ECAS
9000ECB5

32-bit v  Fin

C
9000EC4B
00000000
90008139
9000EC55
9000ECA9
9000ECB9

16




RSB T

itz Demo Project

Miztime A — E—

R B EtRIE T2
Crypto_Selftest_ext_plain TF&4E

ExtMem_Boot_ OTFDEC: BYBYRBSZACEBbin, I nE3FfnE
=3 BirERr, BX, 1IB{7{EhRYMFlash HExtMem_Boot TIEEXUTE, fte b IR S RVINE{AEbin ;
NI OTFDECYMEHIER S

SNEIFEFERPC LRIMIA TR

mbedTLS: Crypto Selftest Application mbedTLS: Crypto Selftest Application

[ All tests PASS ] [ Al]l tests PASSE ]
System clock running at 520000000 Hz / 520 MHz System clock running at 520000000 Hz / 520 MHz
717h% 1s OFF, execution from external OSPI flash Cache is 0N, execution from external 0SPI flash

cal time cost T 8932715 us 4 Total time cost is : 230498 us

[ime cost for test # 1 is : 6162 us ¢ ndS Time cost for test # 1 is : 124 us [ nds

Fine st for test # 2 is : 344555 us @ shal Time cost for test & 2 is : 10138 us @ shal

ime st for test # 3 is : FJ“;C3 us (@ shazss Time cost for test # 3 is : 18451 us @ shaZse

ime st for test § 4 is @ 849922 us [ aes Time cost for test # 4 is : 200933 us B aes

ime st for test # 5 is : 1295 us @ ccm Time cost for test # 5 is : 161 us @ ccm

A€ st for test § 6 is : 37555 us @ entropy Time cost for test # 6 is : 688 us B entropy

Lys stmrmmmemrzg, SFFECcache SNIHREEEHAFRE, FRECache 17
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=Mins, = THRIEFERCrypto_Selftest

us @ 520MHz Cache
lteration

function Case 1 Case 2 Case 3

Int. flash Ext. flash/plain Ext. flash/cypher
1 mbedtls_ md5_self test 108 6,162 6,162
125 126
2 mbedtls _shal self test 3 19,263 344,642 344,621
9,826 10,137 10,138
3 mbedtls sha256_ self test 6 38,587 693,545 693,511
17,732 18,435 18,437
4 mbedtls_aes_self test 471,244 7,748,346 7,748,102
197,498 199,403 199,300
5 mbedtls ccm_self test 3 103 1,286 1,288
36 157 156
6 mbedtls_entropy_self test wrapper 844 37,557 37,552
577 685 684
all 530,151 8,831,541 8,831,239
225,745 228,943 228,844

F1e: BT EIMNBFlashfvi(®, 1={TRASAIEAOTFDECIZI TN, MEEE
Kys 7oL, ERERBEITEIMNBFlashiIER, FEINEREEEFESERZBIAICache 18
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Thank you

© STMicroelectronics - All rights reserved.

ST logo is a trademark or a registered trademark of STMicroelectronics International NV or its affiliates in the EU and/or other countries. ‘
For additional information about ST trademarks, please refer to www.st.com/trademarks.
All other product or service names are the property of their respective owners.
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For further support in creating a
PowerPoint presentation, including
graphic assets, formatting tools and

additional information on the ST brand

you can visit the ST Brand Portal
https://brandportal.st.com
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