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T %5185 CubeProgrammer x4 1. B ¥ MCU H TrustZone 7T, 72 BT A#47 RDP=0 ,J& M /" il
(R I 71 AR IR

TZEN

Global Trustfone security enable

Unchecked : Global TrustZone security disabled
Checked :Global TrustZone security enabled

P PR E R, BT ORIRAT A G TrustZone. ..
B, B option byte 1 EDE TZEN JE Ao 45, SR )5 Apply...

e & B R, W EEFTR.
m Errar >

Error: Option Byte Programming failed

7f TrustZone CLAWIEIITEIL T, RARE HEK H .

BENREEZSETM, 1£ RM0438 4.4.2 A7 HR B/ UNTH TrustZone ST N2
e TZEN option bit
—  TZEN can only be set on RDP level 0.

— %eactivation of TZEN must be done at the same time as RDP regression from
level 1 to level 0.

AR, JEUK TrustZone SR AL LE LAY MW RDP1 B3R 3] RDPO [ B #E4T 4 A] PLo
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B, WATEW RDP % & N levell SR )5 FELE. ..
m Confirmation pod

Enabling RDP when TrustZone is active !

o If no valid secure code booting and calling non-secure code, it
may prevent disabling TrustZone and RDP.
We strongly recommend that you keep nSWBOOTO checked in
order to be able to switch manually boot address from FLASH

to RSS using external BOOTO Pin.

BN, R E RDPL I i, thif 2 Y, SEURUE TrustZone I3 (I HL T 221X 58
RDP, WA a7 FLASH A IFARASASREAEAS 85 i b B JF AT AR P e & B 21 NS 78 [8], 2 S B
trustzone A[EiE RDP 2, SRZIEEICEH nSWBOOTO W& A 1. XAEAT LARG AR FA AT DL i i %
PH3/Boot0 5| i HL*F->k M 22 4t bootloader 5 3)), 1X/&— & r LAHIE] NS #2)7 2 [H . [NS :Non-
Secure]

FAVIEEE “BUH” , AREKE nSWBOOTO HIRHE :

Software BOOTO

v
nSWeooTo . Unchecked : BOOTO taken from the option bit nBOOTO
Checked : BOOTO taken from PH3/BOOTO pin

i EE PR, nSWBOOTO FMEC 4N 1, /& OK 1, HAAEK R BOOTO HIMEN N PH3 5] IR K ik
5E o

BESR ] TrustZone 4 415& RDP M LEVEL 1 [EiE#| LEVEL 0 HiLFE H#AE A 1T, B AFRATLATE
¥ RDP % & A LEVEL 1 417. ffift RDP LEVEL 1:

m Confirmation -

Are you sure 7
Your device may be lost FOREVER

R AR S AR E 2R MCU S AT gk ik | Ay OK. i R s
m Error ot

Error: Reloading Option Bytes Data failed

%R~ FLASH W3R D8 AREREL T, RDP LEVEL 1 {#f8)5, FLASH [INA AR REHEH, 5
7 OK...




m Error

Error: Uploa

ding Option Bytes bank: O failed

BB BRI

BOER:, WL N FHmpos

m Error

Error: ST-LINK error (DEV_TARGET MOT_HALTED)

BER,  ST-Link SREAAGEF £
TS 4% B RBA Tz AT e 2

->FiE PH3, ik MCU M RSS J& 3.
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ff i Cubeprogrammer, LA hotplug #5047 % #2(Mode :Hot plug) :
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ST-LINK
ST-LIMK configuration
066BFF30... -

= SWD

Frequency (kHz) [Ty

Made Hot plug

Access port
Reset mode Software reset

Shared Disabled

FRIER

m Error ot

Error: Data read failed

wn FE R, ST-Link o4& F, RAAdiT RDP LEVEL 1 f§#E T MANEEEL FLASH %, {Hitk
i} option bytes J&nf UL -

FT 7T Option byte 51, 7E User configuration T TZEN X8 () B 1 HE N 1 /A) 245, SR 5 FKF Read
Out Protection T ] RDP &[5l LEVEL 0, 4R/ ridh Apply...

[ Message X

o Option Bytes successfully programmed

FRFRCaBSURTh, WFER, Bt SRR PH3 S & IR R 2R, ERUE R
..
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[E] sTM32CubeProgrammer - m] *

STM32
CubeProgrammer

== Memory & File edition @ Connected

Device memory Open file + ST-LINK =
0x08000000 | v | Size | 0va00 Datawidth | 32-bit ~ =

Address

Address 0 4 8 C ASCI
0x08000000 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VVYVYYYYYYYYYYYY -
0x08000010 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYVYYYYYYYYYYYYY
0x08000020 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYYVYYYYVYYYYYYY
0x08000030 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYYYYYYYYYYYYYYY
0x08000040 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYV
0x08000050 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYV
0x08000060 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYV
0x08000070 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYVYVYYYYYYYYYYY
0x08000080 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VVYVYYYYYYYYYYYY
0x08000090 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYVYYYYYYYYYYYYY
0x080000A0 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYYVYYYYVYYYYYYY
0x080000B0 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYYYYYYYYYYYYYYY
0x080000C0 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF VYV

Log Verbosity level (@1 2

157347 ¢ UPLOADING OUFTIUN BYTES DATA ...
H 0

15;34;33 Addr’es‘s 1 Ox40022040
15:34:33 : S5ize : 32 Bytes

Tl

15:34:33 : Address : 0x40022060
15:34:33 : Size : 16 Bytes
15:34:33 : UPLOADING ...
15:34:33 : 5ize : 1024 Bytes
15:34:33 : Address : 0x8000000
15:34:33 : Read progress:

15:34:33 : Time elapsed during the read operation i1s: 00:00:00.008

w FE PN, FRGE R, FLASH 45T RDP LEVEL 1 [El3EF| LEVEL 0 I 4 3is 25 . it
X &%E RDP F TZEN 1A

Read protection option byte

The read protection is used to protect the software code stored in Flash memory.
RDP AA - AA: Level 0, no protection

DC: Level 1, read protection of memories

CC: Level 2, chip protection

Global TrustZone security enable

L
TZEN — Unchecked : Global TrustZone security disabled

Checked : Global TrustZone secunity enabled

RDP %k & % LEVEL 0, TrustZone §Ih55H] .

1> <] trustzone 75 E i@ RDP 27 [F1E 58 i .

2> nSWBOOTO0=1 && BOOTO/ PH3 5| fii s, {14 L5 RGM RSS G350,

3> £ STM32CubeProgrammer H{{ ] hot plug 4% 77 :0& 8 71k MCU )\ RSS B35, fEigfT
B NS 75 [8] (R I 7 (8 PR %, DMERET /5 22 (1) Option Bytes 2R 1F .

SRS AN5347
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HEEA - EFAER
BFRERWAR LE T AT C“ST” ) GREABEIRXIST b1/ sASOREAT A . I Mo, BUOBOERIRR], A SATER . ST
ITHRZ B RIAREGRTST PR (5 2o ST 7 dh IEH SR KT SRR A FOAR RST B 25K
STTEATRBIXST 77 @B EEAE A, ST BEAKIA S S A Pl 3K 77 7 S AR SR A 5T E
ST ASKHEATEIR P AHEAT AT B 78 sl AR A sl 7]
FARRIST A AN A T LA AL RS BIRUE, K RBST B2 SR T BRI RIER 3L
ST FIST BUAFAEST IR A HAl ™ i sl i 55 42 TR DN H % B T E & 7
AR S RHURASTR P R A e AL i 5 S

© 2015 STMicroelectronics — 1B AT BLF



