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T B ALl SAMD21 Xplained Pro # fil ATS8CKSCKTSOIC-XPRO #fi FEHR ZH . SAMD21-XPRO 1 ] Microchip H
LA b (Security Products Group, SPG) T HAMMGHAT MR . ToieafhH: O anf, Zih il #4 51
CryptoAuthentication 25F 5 EHLRG Z AIEE . TEAM PC 2 M FIEHEAL i SAMD21 #R LIRS LED $87R.

E1-1. TEAEERGHE

Reset Button USB EDBG

Status LED Debug Port

USB Target

Port 1/0 Interface 8 Pin SOIC

Selection Switches Socket

ATSAMD21-XPRO

Observation
Header

Kit Firmware
Label

SAMD21

MCU Parasitic Power AT88CKSCKTSOIC-XPRO

Jumper Board

EXT2

EXT3
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BAFBEAFEOR

# CryptoAuthentication A7 T E A5 ACES #EHCEFH 1 ZE R4 T ik

BwAF

+ ACES }i7 6.0.3 (EREmARA)
ACES #fffut—E£ £+ PC M/ LH, FFAEEMi#H R Microchip CryptoAuthentication & %123 {1. ACES
6.0.3 Z B IRRASTE =11 ) CryptoAuth-XSTK T R4, A REMHEHIEE, ES WA R E T35 .
BTG S8 (iR
TeraTerm. Putty SEZRMBLN FHFE 7 AT Bl -F3b A7 30 10 5% UL & T AR PC 2 I S 4. 0 4

g
+ ATSAMD21-XPRO——#5 SAM D21 Arm® Cortex®-MO+ 2L KL i) Xplained Pro Y4244
8 5| SOIC #i ) ) ATS8CKSCKTSOIC-XPRO ¥ &)
+  CryptoAuthentication IC——3f %511 % H 1L IC

* PitR Micro-B ¥ Type-B USB £ M 45 (—HRHT PC, — A TH#H IR (Wikd O LAAMEME K USB
HL4
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ACES A7
ACES #24t 7 —F#R 5T %1 CryptoAuthentication [ 45 H FIERAE N )74 . I T RI& T4 CryptoAuthentication
BT 1O FAEiiste DUR LA RAIN A T W 0 0 AT 01 U6 10 % B LAis 1T ACES, B 7 ACES Hhi i
Command Builder T. BT 7 fal B IR MR
1. KAriR4ET) CryptoAuthentication IC 2 —1fi A E| ATBBCKSCKTSOIC-XPRO # 14 i H o
2. i ATBBCKSCKTSOIC-XPRO T /O £ HE B XRILEL A& i 1IC #:1 6
- 5 AT88CKSCKTSOIC-XPRO [f]Ji # AL AL e (142 11

TOWRRNNG B ER VO B, T 5 B

3. ¥4 AT88CKSCKTSOIC-XPRO #E#:F| ATSAMD21-XPRO #% [#] EXT1 8 EXT2 ¥ 4%t 0. EH &,
AT88CKSCKTSOIC-XPRO AN & F] EXT3 ikl

4. {£ PC 5 ATSAMD21-XPRO #f#] TARGET USB 2 [f]i%$# USB Hi.4%.
WA AT I R, MEE R 8,

5. uk4h, EEHL PC Fil SAMD21-XPRO 2 [al s k4, w17 PC 5 SAMD21-XPRO #f] USB EDBG i
Uit 1 2 A PR — 4R USB Hi%i.

6. ITIFERATLMMN LR (4 TeraTerm B¢ Putty) , # Atmel Corp EDBG USB i Mt BN 115200 ik4F R . 8 4
HHEAr . ARG 1 AMF IR, REWHATH. w35, PC Al SAMD21-XPRO Z [Al AT AT i3t — 244
WAL S AR 2 R A &3

7. 1% KN SAMD21-XPRO # L) RESET (E41) 14 LUE R CEER 12C. SWI B SPI #3513 .
& 3-1. BRI

EF COMS - PuTTY — O X

MoRfir, FEEEd 223 T A 12C #0 /) ATECCB08A. it H & S5 E AR A TE 50 O HAh 2 H:r i ot —
) o i H B BRI R

8. 1£ PC H#i 4T ACES M HFEfF, LN RPN A H R B2
& 3-2. ACES Z4:#i

1# b Kit Detection ? >

The CryptoAuth-XSTK - ECC608A 1.0.0 12C C0 Kit
has been detected

Select Device
[ ] Show Quick Start Guide

- WA ZAPOER R EXT1 A EXT2, WEATER S B E] . I  # 2AE Bon M8 rh AT 1 F
- WIRGERE T ZER WRZAR LT SRR A S o N B, P R AR BRI AR TR AT IR R
9. il Select Device CI&Ff&HF) %4, FIHM SIFHIMHIL ACES BHIFE/ Y. ACES N HIRER & & rh i HUTT
A e B s 2 K] 3-3 th R BT IR 7 .
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& 3-3. ATECCG608A 4bT 12C # X i) ACES Fi1H

{s) ACES Configuration Environment - ECC608A
File Tools View Help

Device Navigator

Configuration Zone

Configuration Zone Device B
OTP Zone et
Slot 00 o o] Sma."[‘ nm ::; : ‘:C
:": :; o0 Revtum sNig) &
o
= e AgSEnable o
Slot 03 12CAdaress )
Soroe oc e | st icitle | Resneats s o
Slot 05 o) 12CAddress. I Reservedt? Countitsten | J—— CountMatch 00
e _ ChipMode %
“ SirContiago e
Slot 07 e L
G - — Sexcontans VolatileKeyPermission | 00
SecureBoot %00
Slot 09 1 Sorcontgot Sircontaos S =
Slot 0A Siorcontaos SixConta? Kfiustr 000
Slot 0B, Usertxtra o
e SixContns
Slot 0 UserbxtraAdd )
Slot 0D SirConfiga SixContins Stotlocked e
Slot OE — pr—— ChipOptions 000
Sot 0 [— Soxcontaor = =
on X509Formato1 o
TempKey Memor
. X509Formatoz )
o

E N N N N R R R

1 zZone Configurat

Sent:
07 15 01 01 00 39 87
‘ommand Receiy

04 00 03 40

— Validating
Trying to validate key: Lock State. v x
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF PP Lock State ~
Nonce sent:

27 16 03 00 00 36 BF C8 17 5E 60 9B 0B 0C 64 35 9C D9 D3 90 53 FS 63 06 DO D5 44 C8 B6 67 6C A3 BD AL 02 66 87 6C 60 ‘Configuration Zone Locked
ooscommand Recetven: OTP/Data Zones Locked | False

Command Sent:
27 08 06 00 00 36 BF C8 17 5E 60 9B 0B OC 64 35 9C D9 D3 90 53 P8 6B 06 DO D5 44 C8 B6 67 6C A3 BD AL 02 66 87 10 38

Command E ECCROSA,
23 68 0C EB AD 21 52 E1 4D 65 46 E7 79 00 11 D9 42 07 2D 32 ED 12 11 4B P4 DF AD 25 49 AE EC 3E D1 3E AD 100
== OTP 1 vas VALIDATED

CryptoAuth XSTK
100

12¢

Clear Log Window )

Communication Log | Calculation Log

00006001

- LIRS ORI B R TR R R SR DA A S
- WEREATEHGCITE, AR AT UE BT R AR ACES N AR 2 [ T Hods t 4 o

f§iFH ACES Command Builder {7~

1. IR “ACES ANI17 — R8I D IRk,
2. M ACES EH#: %k Tools > Command Builder (1.4 > Command Builder) . J\. Command Builder & I

PR S A
I TR AL -

SR )5 i Execute Command ($U4T#r4) #4Hl. ACES MiZfews i T A Kk
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& 3-4. Info 74 Command Builder

L

Command Packet
OpCode:
Mode aa

nfo

ParamZ2 | 0000

Send Details

Response Details
Response Count:
Response Packet:

Send Count: o7
Send Packet: 30
Send Checksum: |03

00 00 0D
5D

Response Checksum:

Send Count: OF Response Count: 07

o7
00 00 60 01
o0 3A

| Execute Command

&l 3-5. B{TMH & _LERE Info drd

EE COM9 - PuTTY

HEEREN:

1. AT88CKSCKTSOIC-XPRO #z 5 HAth e 75 i 7T [FI I i 2 31 EXTA A EXT2 ¥ [ o
2. EXT1 A1 EXT2 ZIa1[) 12C &R NE— B4 . W8 EXT1 A EXT2 FiEBM A KX E £ 83 B A M [E 1 12C #h

Hk, DUTATRE B AT IIN R A

3. WIRAE ATSAMD21-XPRO # I Hi J5 %4 AT8B8CKSCKTSOIC-XPRO B Atk Wy 7 A3 Ewh i 2844, H
P sz S ATSAMD21-XPRO #x ) RESET #%4H .

4. WURAERR A S AR AR, WOy AR IER AR, B e 2% N RESET %4
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4. FASCRFEIRA

BTk T TEAYS ACES MR [ LAEm . TR MAREREKG, @a5HAm Microchip %24
P TRAMER AN . THRER 05T Microchip 1T A4

41 TERAWY
TRAPERAE T —Fhxt BN R G R 1% fr 2 I BT Hh AL AL AL . TR CRE 2 Fh 2B dr 2 FIbR
W, ATE5AE TREA SR MEE, BAaiE:

1. RGEHm4:
- IR
= R AR AR A
2. %ﬁﬁ:ﬂ&un?
FUNB A B S 2 BI85
- R
3. WHmA T
- AR AT E B A
- AR W B R R

4.2 ﬁiﬂﬂﬁﬁ:iﬁ

CryptoAuthLib-Python &k
Cryptoauthlib-Python /24 i 4 Cryptoauthlib & () Python i {44, %% 414 76 Windows. Linux il Mac ¥4
RS RN AR T R B . % B EE T Python A EL 1AL, A AL AL AL IF K

* FHIBHE
AEAATSZFF USB HID A1 L E AL BRI =ML H 0] 5 T HA#: 0. Cryptoauthlib 2 37 3 Windows HID #i {43 %
/2 (Hardware Abstraction Layer, HAL) . Linux HID HAL Al T BB M ik HAL 1T B4 phil 62 i35 H
WA HF 51k TRAZE.
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Xplained Pro ¥ j& T A 354

Xplained Pro ¥ J& T A3 A M

AT88CKSCKTSOIC-XPRO & H 32 %F Microchip %47 i #1JLFh Xplained Pro 38 THALZ —. HaridAH HAh JLFP
THEAFMHMER, RS RHM T EE, TR e a2, DT T EEHE 3% SAMD21-XPRO
THAEA.

+ AT88CKSCKTUDFN-XPRO
%2 —#k UDFN MR, H % AT88CKSCKTSOIC-XPRO R4 EBIh A . %ML Ay B8 UDFN #5553
FPIF R % BT

+ ATCryptoAuth-XPRO
ATCryptoAuth-XPRO #7 £ & ATECC508A. ATSHA204A 71 ATAES132A CryptoAuthentication #1:. k44
B EA A 2C B, TSNS EA M 12C Huht, =242 1k T A A P E A1 ACES
I ) o

* ATCryptoAuth-XPRO-B
ATCryptoAuth-XPRO-B 1% H % ATCryptoAuth-XPRO [#) 4 25/ F1 ATECC608A. # Bz FHF7E ATECC508A
Il ATECCB08A #f2 I Tik#E . R p—A> ECC #84-K) 12C Huhk - A/ Bk, A 8842 7T
iR ESI
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AT88CK101 &M

AT88CK101 351

A A A A AL CryptoAuthentication A1 T H AR HF 848 AT8BCK101 R %I L HAL. WA iHkIxt
AT88CK101 L BT /REFF k. KK —ERIAIN, AIREE 4R ST R E A2, DAY IE st @, FREME TS5
AT88CK101 T H ALK I A S Fr e -

#6-1. CK101 ERTAEA

AT88CK101SK-SSH- DM320109 HEER

XPRO

AT88CK101SK-MAH- +  DM320109+AT88CKSCKTUDFN-XPRO o UM AN, A LLEH] UDFN $ R
XPRO «  ATSAMD21-XPRO+AT88CKSCKTUDFN U SOIC #ifk .

RGPS AR, U T BRI IR
SAMD21 AT 4L
TSI TTUHT 5 B2 B HREL UDFN 231FE o

AT88CK101SK-RBH % £ Microchip 4583617 RBH #fi i # IEAEH- R TT 5%

AT88CK101STK3 TEEARTRI SOT23 & 34X T ATSHA204A.
AT88CK101SK-TSU- TR TSSOP 3 3:4Y H T SHA204A, AEH T Hrikit.
XPRO

CryptoAuthentication A\ ]T B 5HThEE
B Y # CryptoAuth-XPRO Al CryptoAuth-XPRO-B 1
% [R5 )\ CryptoAuthentication #%f:

- ARG
- HURl RN B 2 AT A BB A SWI B
- Ul RN B 2 AT A BB SPI 2R
- WETH\APC B4, (HANWRIER TAE, S0 8F001EAHE—/ 12C ik
SRR I AT & A R
A8 FF A e T LRI, SCRRTE B AR HUR A S N I8 AT AR
f# ] UDFN 5 SOIC i i T HALR, SZREAZ KM
IHId XPRO # 1B €24 R S SWI GPIO i

CryptoAuthentication A J T EBEITER
T HALE ACES F 411514 CryptoAuth-XSTK.
DTSRI, UEHIRAN, FE& T SAMD21 L) RESET #H R KA.
o TEERMERD, UG IER R B R LT,
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[ 7 2%
[ 7+ 2%
T M4SN T T TS RIS BRI,
BAF AR % AR
YA T A

*  Atmel Studio 7
Studio 7 2 TH & AIERATE AVREAI SAM B HLR FIALF (4T K T4 (Integrated Development
Platform, IDP) . Atmel Studio 7 IDP Jyf P #efit T —Fi & 51 5 5835, EREARmS . AR
CIC++ei IS dm S MM AR . B LU ER I FF AVR FI SAM 28 4F 1A% . gmias fIT R TR
£,

TR TAE:

+ ATSAMD21 Xplained Pro #-ffi#i
— 1R Micro-B % Type-B USB #:11 #1425

ATSAMD21-XPRO #& ) [& -7+ %
DU AP I5GE TR SAMD21-XPRO 47 9w 2 8 A28 H CrypotAuth-XSTK [& 444w 2% SAMD21-XPRO.
1. {£ PC 5 ATSAMD21 Xplained Pro # ] USB i I 2 [a] %4 USB H45.
2. M Start (JF4f) SEHE 3N Atmel Studio NHFER . N HFEFHE S NS 31346 ATSAMD21 Xplained Pro 1%,
mnE 7-1 fros.
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Bl 7-1. 1% ATSAMD21 Xplained Pro 1) Atmel Studio

E SAM D21 Xplained Pro - 9341 - AtmelStudio Standard Mode ¥ Quick Launch (Ctrl+Q) Alaim X
File  Edit View VAssistX ASF Project Debug Tools Window Help
= 8- b-2 i ‘ X 2Q | B usb_pid B

| | fex S = = No Device

SAM D21 Xplained Pro - 9341 + X BSEURELE Solution Explorer
MCU board

: SAM D21 Xplained Pro
SAM D21 Xplained Pro

Unknown board

The Atmel® | SMART™ SAM D21 Xplained Pro evaluation kit is a
hardware platform to evaluate the Atmel ATSAMD21J18A
micracaontroller. Supported by the Atmel Studio integrated
development platform, the kit provides easy access to the features of
the Atmel® | SMART™ SAM D21 and explains how to integrate the
device in a customer design.

| -
[l New ASF Example Project

AS Atmel START example projects using thi
Mew Atmel START project using this board...

. Launch Data Visualizer

External Links:

board...

SAMD21J18A Device Datasheet

Xplained Pro Hardware Development Kit {HDK} User Guide

V] Show page on cannect

Update board database (%) kit Details

Available To. AR IRV LN Solution Exp...
Errar List
Entire Solution - | € 0Emors | & OWarnings | B 0Messages | Build + IntelliSense

i Description Project

Output

Ready

3. M Tools (T.H> FHdik$ Device Programming (#3{F4sf2) , BEEDK B R Device Programming & 1.
4. ff Device Programming % 171, ¥ Tool (T H) %A EDBG XXXXXXXXXXXXXX, Device (#fF) i&H
ATSAMD21J18A, Interface ($:11) iy SWD. Hii Apply (MHD #%4l. BRmziRuE 7-2 Fios.

© 2019 Microchip Technology Inc. FFars DS50002774A_CN- 12 7i{
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& 7-2. B.7E Device Programming & O F1i£# Tool. Device fl Interface

Device Programming

Tool Devige Interface Device signature Target Voltage
@ ATSAMD21/18A v _}\pply not read Rea ea E|

Selected combination is not applied.

[-]
i Device Signature (#544%4) T Read GEZED %4, BEIH# M ATSAMD21 Xplained Pro i iz 2% 14
B EREE, IR BN SCAAES, W 7-3 B X R AT I IE VPG BR IEAE R LS AT A
5.

B 7-3. IE{EREE S . BismEMEM ID ) Device Programming & [

EDBG (ATML2130021200009341) - Device Programming

? *

Tool Device Interface Device signature Target Voltage

EDBG v ATSAMD2UISA ~+ |SWD ~ [Apply] ¢0x10010200 Read @ Read| |£3|

Interface settings SWD Clock
Tool information 2 MHz
Device information |
s The clock frequency should not exceed target CPU speed * 10.
Fuses Set
Security

Reading device ID..OK

[ IReading device ID..OK

6. IR GIPHEBGEE R, 1M %% ACES HIML Bk ff cryptoauthxstk vx.x.x.elf (fE[E] 7-4 Hifzid
N1 o SRJEHd Program (%ife) #4 (FEK] 7-4 ARy 20

© 2019 Microchip Technology Inc. FFars DS50002774A_CN-£ 13 7i{



DM320109
BT 2%

&l 7-4. %725 Device Programming & O

EDBG (ATML2130021200009341) - Device Programming

Tool Device Interface

EDBG ~ ATSAMD21J18A ~ SWD ~ |Apply

Device signature

Target Voltage
0x10010200

Interface settings

Tool information

Device information
Memaories
Fuses

Security

Erasing device... OK
Programming Flash..OK
Verifying Flash...OK

[ =] verifying Flash..OK

Device

Erase Chip ~ Erase now

Flash (256 KB)
C\Program Files (x86)\Microchip\ACES\Firmware\ACES\cryptoauthxstk_v1pOp0.elf

|| Erase Flash before programming
[ Verify Flash after programming
'9 Advanced

User Page (256 bytes)

| Program | |
[+/] Erase User Page before programming

[+] Verify User Page after programming
'9 Advanced

-

Verify

? X I

| Read...

Close

i Program #4 G, HAEBRIHRE A S5 G E IR 56 1 ATSAMD21 Xplained Pro #iR'S AN REF. B 7-4 AT
TR TR SRR N AR ARSI IN AR HE R

© 2019 Microchip Technology Inc.
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BeiH 3O

AT 414 ATSAMD21-XPRO #1 AT88CKSCKTSOIC-XPRO T. Efufff B, PCB fi%k. Gerber CEFIkHE H
(Bill of Materials, BOM) HZ#44%,
ATSAMD21-XPRO
o WISCRS (JEREEEL HUZKE. BOM. Gerber XC4)
AT88CKSCKTSOIC-XPRO
o R (REKE. BZEK. BOM)
»  Gerber 3 ft

DS50002774A_CN-25 15 7T
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http://ww1.microchip.com/downloads/en/DeviceDoc/SAMD21-Xplained-Pro_Design-Documentation.zip
http://ww1.microchip.com/downloads/en/DeviceDoc/88CKSCKTSOIC_XPRO_design_documentation.pdf
http://ww1.microchip.com/downloads/en/DeviceDoc/A08-2550.zip

DM320109
SEBH

9. ZHHH

TN T e TR AL TR R H AR S R
Microchip CryptoAuthentication 231
CryptoAuthentication SOIC A 7T H Ay
ACES # /1
Cryptoauthlib
AT88CKSCKTSOIC-XPRO
AT88CKSCKTUDFN-XPRO
ATCRYPTOAUTH-XPRO-B
ATCRYPTOAUTH-XPRO

© N O WDN -~
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http://www.microchip.com/design-centers/security-ics/cryptoauthentication
http://www.microchip.com/developmenttools/productdetails.aspx?partno=dm320109
https://www.microchip.com/developmenttools/productdetails.aspx?partno=atmel%20crypto%20%20studio%20%28aces%29
http://www.microchip.com/SWLibraryWeb/product.aspx?product=CryptoAuthLib
http://www.microchip.com/developmenttools/ProductDetails.aspx?PartNO=AT88CKSCKTSOIC-XPRO
http://www.microchip.com/developmenttools/ProductDetails.aspx?PartNO=AT88CKSCKTUDFN-XPRO
http://www.microchip.com/developmenttools/ProductDetails.aspx?PartNO=ATCRYPTOAUTH-XPRO-B
http://www.microchip.com/developmenttools/Productdetails.aspx?PartNo=ATCRYPTOAUTH-XPRO

DM320109
SRS R AR 5

10.  SUERRA I 52

WA A (2018 £ 6 B)
o ARSCREIIHIAR A
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Microchip Pk

Microchip M3 http://www.microchip.com/ & P H-AIFEZE SCHE. 25 7 AT I8 % W sl 07 (S Hb SR EOCHE RIS 2. HEAEH
O TLE R 0 B S AT V5 ), PSRt DL TS B
© PERITR——HETFIAENRER . NAZICAURBIRER . B RIE. B P HE R AR SRRSO . B AR AR R
ENDWSYEVEL CES
o —BERITRE—H WHE (FAQ) « BRI RHENR. AL LK Microchip i il %1 i 53 44
Microchip W.&——7= Mk B AT MG TS . F2#T Microchip #iE%E. BT <G 22 HE%& . Microchip 4414 70
b REFUALL T REHIR

R BEAE S RS

Microchip F4% 5 1% 7+ e 954 B 1% 1 1 fi# Microchip 77 i RIBETHE o TR P A AEARAT OGR4 it R 51
BOP R THEARARTE . BOFT . RAGH AR SRR, S o i A

BVEME, i & 3% Microchip M3k http://www.microchip.com/. 7£ “3##” (Support) T, fidy “AFsEEANZ% /7
(Customer Change Notification) 45 J& #2183 it ik B 5 e it

B PSCR

Microchip 7= & B FH 7 al i DL 2R 3R 35 B«

« RIEFEERE

LB AL

« NMHTRM (FAED

o FIRICKF
BRI AR A TR (FAE) FoR3CH. S F b E PR B . ARG A 858
paE i) Y v
WATIE L DL M SRR AR . hitp://www.microchip.com/support

Microchip 28RS R4 ThRE

JEVER LL T A 3% Microchip 245 A4 T B i 5 ki
Microchip F17= 314 %] Microchip $4E T/t b Bk B R #6475
Microchip #ifs: fEIEE @G T, Microchip 5172 441 LRIZE R L &=z —.
BT, A EEER. HE 2R AT AR T . SR, BT X 247 N #AS2 BL Microchip X
YT o R0 O ER AR IS SR8 Microchip 7= . IXRER AR AT BE 1R I T AR =4
 Microchip &= 55 OIS 58 B M 1 2 1 A4
+ Microchip SUTA H AR ST B TERARIEHARRD I 22 b . AR IRIP A BRE BATRIEF e “ AT
I
IR DB AL T RS+ . Microchip AV AS W etk = S AR AR Thiag . AR EIHEER Microchip A LRI Th
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