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® 7t SSL JIR4s 2% L P i I FIGEB 2 2% i i 1 T W M RN A&
7E: 1 IEHIRER PC /9 IP Hi 425 ssl_client.c X114 K9 IP i
(#define SSL_SERVER _NAME “192.168.0.1” ) —#{.
2 WRLEH TR kGBS, TR ssl_server W/ EEEZIEEE K . WRAGE By KEGH
Vil

)
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& 9. SSL EFimiE~iERF

Ethernet
Ethernet
cable

R$232 cable (for debug)

SSL Client

SSL Server

ssl_server.exe N JHIET % 11401 &7 10 iz, SSL RSS2 N PR 7 2 11 I /s 8235 3K 1
WA, IR H I RIRSS 38 5% v [ AZ e R BT A T S o

& 10. ssl_server N HEFE O

HTITP-1.8 288 0
Content=-Type: €

il connection S5L_EDH_RSA_AES 256 _SHA

cl da £2 el 21
4f 52 Te bb
= 7

N

B? 8% 8% 8y avy

tput ¥ 2 e 1. nt

¢ byte
11 9f @8

(1]
dumping
15 1 Ye
5 4a 79 82 32

» out_left
returned 37 <
put
8 racord
e close notify

[ 11 B2 a5 7R T 1 STM32F417xx #3441 LIZ4T 1) SSL %/ st i P HEIR

?é? (Ei‘,/%\‘%ij\;?ﬁ/%\) H

—  SSL 45t (SSL EF3C. SSL £:ifi. SSLRNG) HPIRZS

- B IRSGS AR K “GET”

- BB RS R T A R il “Successful connection using:
SSL_EDH_RSA_AES_256_SHA” ({ff/{ SSL_EDH_RSA_AES_256_SHA 1Y)
) .

)
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NN

6.3.2

3

11. HBRAIRE O

# 55l clieni demo - HyperTerminal
Pl Edt Wiew Col Trancfer Mo

L &8 05 &

Setting up the SSL/TLS structure. .. ok

=» Write to server @

Successfully weite 18 butes to server
¢= Read from server :

HTTPA1.0 2008 0K
Content-Tupe: text/himl

{h2r<pr<eenter>Successful connection using: S5L_FEDH_RSA_AES_256_SHA
Succe=zsfully read 113 buvtes from server

5L : End of connection

£
Connected 0o00:4] BNETW FVES00 -2 ML

SSL R SRR

O RFRE P STM3241G-EVAL MUV E % SSL RS %8, 2645 SSL % /i Ak B K .

BOREF R

SSL A &5 AR A S FLIUT 55
LED. PUAMAI TCP_IP £455 SSL %/ it s B e [KAF 25 41 H]

SSL MRFAR(L55: MALFS QIR SSL EERIF 55 7 i R OK S AEHSE LUK %
Ba, o uma l Get SR LU html BOIT. 30T A 55 50+ Ielis T AR 55 AT 15

Bl SSL R4 2845 thilil USART KRiIXEBRA .

DHCP_Client {145 M fF45H Tid i DHCP Bl & IP #uhk. %5 ] DHCP
HUH AERE main.h SO USE_DHCP 5 Yo

Doc ID 022106 5 1 it
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Bl 12. SSL fR& 2R ENEF M
SSL Server Task
PolarSSL
SSL/TLS LED Task my
®
@
LwlIP 3
O
TCP_IP Task =
Ethernet Task
STM32F417: Hardware

22/38

el R~ R

TG, W U IER: STM3241G-EVAL #:

o UIKMAEER: @i PC GHIEA X LIKMH L) siAH f 4% i ik B DL M
B

e RS232 i (H BB L um A Won ik BN S ) - 78 DB9 &EH:4: CN16
(USARTR) 5 PC i a], MRS Bk /8L RS232 H14E

FLIZAT SSL 45 a8 BURFE T

® I SSL JIRZ#-RH gk 4ufE 2] STM32F417 Flash ',

® Ji%h STM3241G-EVAL #.

o fTITIMIZHI 2311 Internet Explorer B\ Firefox, 4R /i £ 30 S 2s hdm ATEASAR ) 1P Hbdik,
11 https//192.168.0.8.

YIERLEH TEr kb, 2AHHR HTTPS i 115 B ZE g oK . WIRAGE, By Kb g2t

)
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& 13. SSL R BESER

Ethernet Ethernet o e e e
cable 1 1
I |
L s |
I |
I |
RS232cable | 1
1 tlordebug) | gTM32F417 |
| L |
1 SSL Server
|
Loading the server cortificates ond kew. .. ok - I
Bind to hitps port .. ok
Maiting for o remote conmection ok I
Setling up the ANG and SSL data.... ok
Parforming the SSL/TLS handshake. .. ok I
SactuteliTE PGS butes from client
=> Write to client I
Successfully write 833 bytes to clisnt
Haiting for a remote conmection ... ok I
Setting up the RNG and $SL data ok
Parforning the SSLATLS handshake. .. |
il | ——— I ssL Client
Browser HyperTerminal 1

JRIER S, LA VR R 58 AT P AR S5 SHRES o 1% 0TI I 2 1S DT iy h 2 H A
PP I s S AL A 51

14. FRINERE B HTML 51

?) Mozilla Firefox (B3} | 72 nitps:4r192.168.0.8findex. himl - Microsoft Internet ... (2 |[E][X]
Ei-le Edit  Wiew History  Bookmarks qulsiuelp 5:_}' B st v &) [43][x 2=
|1 https:4{192.1680.8/index. html | + | =

File Edit View Favortes Tools Help

> g 7 - - ) " n
\_(_-/_ | L 192,168.0.8 hpsiits ¢ | | 49~ Googe / ‘ 1 .7 Favorites | 9= €| Internet Explorer cannot dis... & | 'Web Slice Gallery -
|J Getting Started Most Visited |5 | Latest Headlines 3 |@https:,l')'192.168.0.8)’index...| | & - Q = @ -~ Page -
STMV32F417xx : SSL Server Demo using HW Crypto
STM32F417xx : SSL Server Demo using HW Crypto
P Hits = 155
age Hits Fage Hits = 154
+% The list of tasks and their status &+ ** The list of tasks and their status **
Hame State Priority Stack Hum
Name State Prioritcy Stack Hum
55L R 4 218 2
534 R 4 218 Z IDLE R 4] 108 4
IDLE R o 106 4 LED B 1 104 3
TCP_IP E 5 876 o Eth_if B & 308 1
Eth if E & 308 1 ICE_IF E 5 &76 a
LED E 1 104 3
B : Blocked, R : D
Successful connection using: SSL_RSAZ DES 168 _SHA
E : Blocked, R : Ready, D : Deleted, 5 : Suspended
Succeszsful comnection using: S5L_EDH R34 AFS 256 SHA
211 rights reserved ©2011 STMicroelectronics
411 rights reserved @2011 STMicroelectronics elntemet - B -

3
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A5 FH B 2% 2 3 B 10 ] DLW MILAE STM32F417xx 3 4F _I2 47 1) SSL AR 45 2% I FH R e 1 3% B2k
. ED (H15 SR

e k. SSL 4iAIIRET IR,
® A BRI B AR,
® RS AN KN Chtml BT .

& 15. BRI SSL REBEERE

& 55l server demo - Hyper Terminal
Fila Edt View Cal Transfer Help

D &3 0H F

Lagﬂing the server certificates and kev. .. ok -
Bind to https port ... ok
Waiting for a remote connection ... ok

Setting up the RHG and S50 data.... ok
Performing the SSLATLS handshake. .. ok

<= Read from client :
Successfully read 365 bytes from client

=» Hrite to client :

Successfully write 833 butes to client
Haiting for a remote connection ... ok
Setting up the RNG and SSL data.... ok
Performing the SSL/TLS handshake. . ._

£
fDsconnectad ANETW 1 L5200 G002 UM

FiKETEZYR S s i T R I 2 — 5 KT B8 Ll TR B 77T o AR S 73
BRI FER PG AT UE TS 225 il FIREY T A PIIE, T H DI 7
By SSL MRS s M FE I N 35 il 150 BECLIEE G 158 2 (g2 W47 28 7T
IR AD

SSL AR KFMERE S ABR

SSL &/ i~z
# 8: SSL B U HANEF I 7 A8 A A I T % SRR A7 2 o7 PR
BCRIET L FRLE BT 5T 4

® 211500 TG X A IwIP Zephith . X2 B KA Iwipopts.h S i
PBUF_POOL_SIZE il PBUF_POOL_BUFSIZE & ¥.

e 2KB LHT IwIP H#E, 7£ Iwipopts.h 0@t MEM_SIZE & Y.
® 511520 F LT LR UREN R P X, {E stm32f4x7_eth_conf.h U5 o

i&%ﬁﬁ&ﬁ%ﬁi% HIK. 25 R0k i Re e M - B R, AR 3 i 20 F b 2 Kt
’ﬁiiﬁ IE o
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% 3. SSL & P mii R KR O AR
Flash (£37) SRAM ()
Bk
Ro X% Ro $#&E Rw #3E
LAK 4 9K 2y A P A4 11 2340 0 7816
IWIP {0258 BRI IP Bk 18894 16 7088
PolarSSL 63004 2755 748
FreeRTOS 3050 64 13636
N FAFE PR R RGIAR L 2736 0 2285
STMB32F4xx bk &Mt I K 5 F 2750 6 16
STM324xG-EVAL 17 1942 4576 44
HE G, Hi2%) 21610 100 44732
Mt 116326 7517 76365
T AL/ IAR EWARM v6.21.3 HATH51F, FHCHGKEHTT T m /L1t
6.4.2 SSL R&BESEF
AR RS AR T A A AR R, X R T DU B E A B 1 A R
® 41500 “FHT MG X K4l IwIP ZZ it IXLES AT Iwipopts.h SCAHpid ik
PBUF_POOL_SIZE #1 PBUF_POOL_BUFSIZE 5& X,
® S5KBELHT IwIP HE, fE Iwipopts.h /Fhiliid MEM_SIZE 5& X.
® 61520 UL T LUKIMIKEIRE 22X, 7 stm32f4x7_eth_conf.h SCAFHE Lo
g%ﬁ&%ﬁﬁ H e AR 9T P e TH S B N, RS & 20 Rk 250k
AT Y 2L
= 4. SSL R&BEAEF I G S
Flash (Z) SRAM (F#)
Bk
Ro 1% Ro ¥ Rw #i3E
LUK 9 8 Bl e Rz 1 2340 0 9372
IWIP 774k B TR 1P bR 21794 10 13888
PolarSSL 65674 7820 696
FreeRTOS 3310 13 14712
NHRRFE: ERFH RSV 4036 465 2953
STM32F4xx brufE4 M B ik 3l e 7 2750 1 16
STM324xG-EVAL # 1982 4563 44
HE . HE2E) 21640 56 50620
it 123526 12928 92301
I )] IAR EWARM v6.21.3 T4 1%, FENTCH KEHTT T EZIL1E
‘W Doc ID 022106 5 1 Ji 25/38
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&

AN FHEEARAN- PN 520 PolarSSL FE 1Y STM32F417xx i 7~ FEF o

B/ MEURFETUER STM32F417xx #v i HAA I SSL i 5 IR & s As il B M RE 1. fH 1)
ZEORFET, TR STM3241G-EVAL #3544 web IR45 25

B ANEURFE P HTTP 5 SSL B S 4L ok S AR 25 2 1 0 8 Rl 2 43000 o A Bh i s
SRR, Al LA ] SSL B SO W0 459 W 28 1% #5251 STM3241G-EVAL 1.

)
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8 SE %R

[1]: RFC 2246: TLS #}YX 1.0 i

[2]: RM0090: STM32F405xx. STM32F407xx. STM32F415xx I STM32F417xx 1 2 il
RIS T

)
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MEE
K 16.

#h7EfE R

SSL & FimfE % iz Kl

m emset ()

SECHTE AR (buf)

!

havege init ()

HIHA RNG il il ot

v

re

t = net connect

()

JABER

P
v

ret = ssl init ()

Wgatk SSL LR

FT é«
0
o

r

et = ssl write ()

RIE N B

:

H.
=

v
S

ret = ssl read ()

T HTTP i 3 &

$ -

net close ()

RMER

v

ssl free ()

AT

MS18969V1
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K 17. SSL [R&BEZVEE

IR
!

YK5E https i K

\
¥

SRR )

7 -

=)

N
WL RNG il
e

v

ret=ssl_handshake ()

# T W%

e

7‘; v

ret = ssl_ read ()

BN HTTP 33K

@ g
D [
A

ret = ssl_write ()
5O\ B
‘ -
v
net close ()
KHTIERL
v
ssl free ()
TH A A A
\

MS18968V1

)
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MERE
LwiP i B

#Z 55 IWIP AR E . "0 Iwipopts.h SCAEHAT LwiP it -

% 5. SSL RESEATEF I IWIP 3T
IR & BiEA

MEM_SIZE 5*1024 HEAEAit A 1R/
MEMP_NUM_PBUF 5 SR IEAR AR S 22 i X H it
MEMP_NUM_UDP_PCB 4 [FIINF SN UDP “344%” #t
MEMP_NUM_TCP_PCB 5 [R5 ) TCP 3484k
MEMP_NUM_TCP_PCB_LISTEN 5 IWTIY) TCP 44k
PBUF_POOL_SIZE 4 HA ALZE R IX A $
PBUF_POOL_BUFSIZE 1500 pbuf ith ¢4~ pbuf (1K)
LWIP_ICMP 1 fiEfiE ICMP B3
LWIP_DHCP 1 f§ifi¢ DHCP 4%

LWIP_UDP 1 ffifi¢ UDP Hhix

LWIP_TCP 1 ffifig TCP HhiX

TCP_MSS 1460 TCP KB &

TCP_WND 2 * TCP_MSS T(C;E%f)’b’ S e
TCP_SND_BUF 2*TCP_MSS  |TCP ki%Jy =t i
% 6. SSL &/ i AR IwIP 335

BEIR (=1 B

MEM_SIZE 271024 HEA At 2 109K/
MEMP_NUM_PBUF 2 EACRH AR SR G2 b X Kt
MEMP_NUM_UDP_PCB 2 [Fl I G S UDP “344%” 3
MEMP_NUM_TCP_PCB 2 Al N5 TCP 4%k
MEMP_NUM_TCP_PCB_LISTEN 6 WIWEIY) TCP M8k
PBUF_POOL_SIZE 2 el Az v X AN
PBUF_POOL_BUFSIZE 1500 pbuf it 4EAS pbuf 2R/
LWIP_ICMP 1 {fifig ICMP Bl
LWIP_DHCP 1 ffifit DHCP HpiY

LWIP_UDP 1 filifig UDP PpiY

Doc ID 022106 % 1 it

)




AN3967 HARER
% 6. SSL & iniE~ TR IwIP I (42
TR 18 L
LWIP_TCP 1 ffifie TCP WX
TCP_MSS 1460 TCP f KBKJE
CCAET51)
TCP_SND_BUF 2*TCP_MSS  |TCP %1%y 22 ph=s il
A.2.2 PolarSSL it &
PolarSSL fit & nl B & config.h SCA-kse il wIE A R al B 7 B AR AT SR Ad g / 2%
1A R TTER .
BT VBRSNS, R AT A
®7. PolarSSL ¥Ti: SSL fR&#E A~ config.h 304
IR iBg
POLARSSL_DEBUG_MSG B SSLTLS ki 4. .
Ja R A 24
SSL_RSA_AES_128 SHA
POLARSSL_AES_C SSL_RSA_AES_256_SHA
SSL_EDH_RSA_AES_256_SHA
Ja H R A A
POLARSSL_ARC4 C SSL_RSA_RC4_128 MD5
SSL_RSA_RC4_128 SHA
Ja R A 24
SSL_RSA_CAMELLIA_128_SHA
POLARSSL_CAMELLIA_C SSL_RSA_CAMELLIA_256_SHA
SSL_EDH_RSA_CAMELLIA 256 _SHA
Ja B R A3 g 24
POLARSSL DES C SSL_RSA DES 168 SHA
SSL_EDH_RSA_DES 168 SHA
Ja F R A2 A
SSL_EDH_RSA_DES_168_SHA
POLARSSL_DHM_C SSL_EDH_RSA_AES_256_SHA
SSL_EDH_RSA_CAMELLIA_256_SHA
POLARSSL_SSL_SRV_C J Fi] SSLUTLS JIi 45 Bt 7t
‘Yl Doc ID 022106 % 1 Ji% 31/38
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% 8. PolarSSL #%Ti: SSL %& P ¥ Rf2fF i) config.h 34
I L]
POLARSSL_DEBUG_MSG Ja T SSL/TLS i &
JA T A E G
POLARSSL_AES_C SSL_RSA_AES_128_SHA SSL_RSA_AES_256_SHA

SSL_EDH_RSA_AES_256_SHA

Ja H N AL 5
POLARSSL_ARC4_C SSL_RSA RC4 128_MD5 SSL_RSA _RC4_128_SHA

JA A LA
SSL_RSA_CAMELLIA_128_SHA
SSL_RSA_CAMELLIA_256_SHA
SSL_EDH_RSA_CAMELLIA_256_SHA

ARG
POLARSSL_DES_C SSL_RSA_DES_168_SHA
SSL_EDH_RSA_DES_168_SHA

JA T A B G
SSL_EDH_RSA_DES_168_SHA
SSL_EDH_RSA_AES_256_SHA
SSL_EDH_RSA_CAMELLIA_256_SHA

POLARSSL_SSL_CLI_C JA H SSL/TLS % i =t

POLARSSL_CAMELLIA_C

POLARSSL_DHM_C

A.2.3 FreeRTOS f &
A& FreeRTOSconfig.h S 145¢ % FreeRTOS it & .

£o. SSL %& i A EF N FreeRTOS ME

¥ izl BiEA
configMAX_PRIORITIES 7 s e KAl
configMAX_TASK_NAME_LEN 16 R4 4RI B KK
configMINIMAL_STACK_SIZE 128 S3HC4s Idle 145 AR/
configTOTAL_HEAP_SIZE 13 * 1024 M FreeRTOS HE k7
% 10. SSL & 2 2P FreeRTOS BB

¥ izl BiEA
configMAX_PRIORITIES 7 s e de KAl
configMAX_TASK_NAME_LEN 16 R4 4 BRI B KK
configMINIMAL_STACK_SIZE 128 SYELY Idle T4 AR/
configTOTAL_HEAP_SIZE 14 * 1024 & FreeRTOS #i /)y

3
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#hFEfE R

A3

3

fFF Mozilla 7.0.1 3247 SSL R REERE

FTH A H Mozilla 7.0.1 1217 SSL &5 we i n 27 120 B
1. TIPS 3% N URL, 01 https://192.168.0.53. W% 2% o —4% 41 A& 18 st d

HE .

18. U] {5 BT HEAE 1

? Untrusted Connection - korilla Firefox
Bl Edt  Yew Hpy Bosmerks Jook  Helo

» 0 M & bl e 0.5+ - -
L] Paost vibed | 7] Getting Stated | Lotest Moadines | | Windewes Markniplace

I Untrusted Conmection =

s | This Connection is Untrusted
ioua huren ks Firafns bo connect secursly b 192 1 68,0.53,
bt vl oY CONTRT hiat w0l CONNBILION & $e0Ure.

hormally, when youiiry to cornect seourely, sites sl present
Erusted idenFication bo prove Hhal ypou are goirg bo e right
plate, Howsved, this sa's identity Lan be verdied

What Shoudd [ Da?

B you ususly conrect to this ste withoot probiems, this error

enuld mean that someone is rying bo imger sonats the ste, and
ol shouldn’t condire

| Get ios oot o hewet
Technical Detals
1 Understand the Risks

14

2. E# 1 Understand the Risks (& T #EM XS , BB~ /A& 19 BB —4H .
K 19. A (G EENEHE 2

/|

—_—

EF Untrusted Comnection - Mozilla Firefox
By L Pew Fgfory [odmads ook Heb

- C

] Mot Vighed | ] Getting Sarted Labest Hewdioes || 'Windows Markeiplaos

a it VO, 1680, 53F + - q-

1 Uil e ICintanead tiids.

This Connection is Untrusted

iny b b Pt B ponnedt spcursly 1o IO 1GEL0, 53, bt v cac't confem that
PO CORFSCHion I Seoure

Mermally, witer pous try to convmet secunely, stes vl present brusted elrification i
e that yous 8 gong b the right place. Howarvor, tis she's ity car't be verified

Wiat Shoudd | Do?

¥ ou ususlly conned o this cie sihout problems, thes erroe coukd mean Hrat someone &
By 1 pdr sonate thi Se, A s ShoukanY. Cotias.

—y
Vi prer cul of et

Technical Detaik
1 Unederatand the Risks

o o urdsrstand what's gora on, you convtel Prefico o start tnusting e she's
mlr:mu Even il o trust the site, this erree coubd neean Dhat someone is
Ramigering with your connection.

vt il an aepion Unkses o knoes thane's 5 good resson whvy this st doesnt use
rusbed et st

[ Excepton,

3.
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Ld

] 20. Add Security Exception (#INZ£6150) XHEHE

el Secwrity Exception

Wina e kst b rerricka v Firafioe identlied this sitn.,

iy !  Legitinsate banks, stores, and other public sites will not ask you to ds this.
Server
worser: | TOTICATENOEY et Corshicte
Conthiabe Rabai
Fhir she pttempts ba identify kuel with imedkd informstaon [T
[ (o
Wraon Site

Catificate tongs t & diferent ste, which coukd ndboste Bn identity thaft,
rknowen Ddentity

Cathosts & nak trusted, becsis & hasvt besn verfed by & recogried sitasty

(=] Premararithy store this eception

[ Condoem securty Excepren Carcel

4.

d
X

ST

Huif; Confirm Security Exception (k&5 a2, /A& 20 s, 1
ik a, WA 21: (FHRE T, Wil R eSS LILRE . %% 18 BoR T

i H

21. L RETE

) Mozilla Firefox

File  Edit  Wew History Bookmarks Tools  Help

| [ https:192.168.0.53findex.htm [+

& D | [ 192.168.053 hepsifigz.aes. T - |G| |- ik 3

|J Getting Started |H£| Most Visited | | Latest Headlines |J ‘Windows Marketplace

STM32F417xx : SSL Server Demo using HW Crypto

Page Hits = 539

*% The list of tasks and their status ##

Name State Priority Stack Num
33L 23 4 218 3
IDLE 23 a 106 5
Eth_if E & 308 1
LED E 1 104 4
TCP_IFP E 5 876 a

E : Blocked, R : Ready, DI : Deleted, 3 : Suspended

Successful connection using: 33L_EDH R34 AES 256 3HA

Lll rights reserved ©2011 2THicroelectronics
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£ IE8 B4T SSL R BE BT

it # ] IE8 (Windows Internet Explorer 8) iz 4T SSL k45 #ais 7 L P25 1.
1. FIFEES I N URL, QI hitps://192.168.0.8. 1l Bi#% /R — 455 B

K 22.

“EEETPTR” HHRER

= Imtarnet Fapbsrar cannad display the webpaps - Microzelt Internel Explarar preavided by ... [._IE E
e e 152.168,0.8 w dy K e
Fle Edt Vew PFaeortes Took  Help
i Paworbes | g B Inkorret Explores cannet ... 8 -

= Irkerret Explorer cornok deplay the webpags M- B Yoo Pager Saelty = Took = e

9 Internet Explorer cannot display the webpage

What youl can tryt

% |t appedrs you arg connécted o the Intérmet, but you might want 0o try 1o ry
the InTErmet

® Retype the address

8 Go back to the previous page.

Most likely causes

i it Fa = Wiomw =

2. WDHT T O
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ud
ey

23.

EBHERER

“'"'I‘N/

- [ ] 2, 16808
Fis Edi View Faawies Took Help

W Freaites | G @) Intermet Baplorer carrot de.. B >

{8 Cortficate Enor: Navagation Bocked - B 0 - Page = Sabety = Took = -

g There is a problem with this website's security certificate.

The secunty certificale presented by this website was ssued for a different weal

Jicate an attempt o '.:--'_II YOLu Or

Security certificate problems may ing
send [0 [he Saryer

Intercept a

we recommend that you close this webpage and do not continue to this
@ Click here to dose this webpage.
@ Continue to this website {not recommended}.

= More information

< »

i Irkesret iy = % 100%

3.

2]
=]

1 #% Continue to this website (not recommended) [ 4k£E1); i) i% Mt (AN HERF) ]:
ROEB R, NATER NN, WA 24 FERE TR o

24.

EFRE R

& https://192.168.0.8findex. html - Microsoft Internet .. I

© SER -
G- B[4 [x] [£ 3

File  Edit ‘iew

Favorites  Tools  Help

5 Favorites | 5.5 & Internet Explorer cannot dis... & -

B - B - = o= - Page -

»

(& hittps:[{192.168.0.8findex. ..

STM32F417xx : SSL Server Demo using HW Crypto

Successful connection using:

Priority Stack Hum
35L R 4 218 2
LED R 1 104 3
IDLE R a 10& 4
Eth_if B & 308 1
ICE_IE B 5 g78 a
B : Blocked, R : Ready, D : Deleted, 5 : Suspended

55L_RSAE DES 148 _5SHZ

STMicroelectronics

@ Internet

iy v Hoswm -
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T BT

HHSCRIPE SN T B 522 F K o BRI BV A A SCR BT AR (OB, AT AR AT AN, DLIRHTRROAS (R SRR SRS DA o o

AR BRI S STRE A o IR FARA R ML T AT C“ST7 ) A5 Bl X A SR BA SCITAR = i 5 AT A8 0 . HIE B elomlatod:

RBURL, RN S3AT A -

FTA ST R ST A 4k th %

KT AT RBTRASCHTIR ST 7™ S AR S5 (I FERAE ], STHEA KSR 55 1k FE sl A OB IR ST/ dh R 55 ARG (KAR A 54T
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