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IREX A

KT R

Atmel Studio 7 (] GCC %% 43> J&JF44 16 SAM L10/SAM L11 MCU /¥ #% IDE. Atmel START
R IR L & P SR T Atmel START 55 H #57T LLZE Atmel Studio 7. IAR 5 KEIL IDE tff
o

Atmel Studio 7
- M. Atmel Studio
A%: Atmel Studio 7.0 W% 2 3FEF (.exe)

Atmel Studio 7 &2 FF & 1 SAM L10/SAM L11 [E 441 i IDE.

Atmel Start
e MW: Atmel Start
CRY: Atmel Start FI SRR bAh, R AR Help (F5BE) .
AT\ Microcrie

What's New |  Help

Atmel | START

This tool will help you select and configure software
components and tailor your embedded application in a usable
and optimized manner.

fii 8 Atmel Start, Fl 7 AT BL—# S B 77 20 F AN RC B P AT O 52 Hl N AR AR
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FF Atmel Studio 7 1 START 515/ SAM L10/SAM L11

4. FIH Atmel Studio 7 F1 START FF&&1F F SAM L10/SAM L11

#:  DUR AP IR{EH SAM L10 Xplained Pro 1 32 % it AT Hfid: Aid, {8/ SAM L11 Xplained Pro i 7] LA
PATAH IR BR

41 fEHEmE

TR LU BRI IR % Atmel Xplained Pro £

1. T # Atmel Studio.
2. %% Atmel Studio.
3. &3 Atmel Studio.

ATMEL
STUDIO

@

Atmel
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AN2722
FF Atmel Studio 7 1 START 515/ SAM L10/SAM L11

4. i F micro-USB 45 (Standard-A %#% Micro-AB %) 4 T HAZEE L.
Xplained Pro MCU T B A, UGEEZRITHEALR, H54E RG0G 22 A IR R T . BRENFE 7 SO S RF
32 K1 64 K7 A K Microsoft® Windows® XP. Windows Vista®. Windows 7. Windows 8 #lI
Windows 10.

°I'L Your device is ready to use % *
' Device driver software installed successfully.

Xplained Pro MCU #z_FHif, HLJE LED (£fh) Kswid, Atmel Studio ¥ H 2l il v] G421 4R €
Xplained Pro MCU #19 f& 4. Atmel Studio -5 (AR (S B R aEE, 491 s 7 A0 T2 B 50y

FE: ATSAML10E16A fl ATSAMLA1E16A #fF HiAR EIk NI SIEAT o AR i, L TE /e 40
iR ar B A 2 TR

A 4-1. Atmel Studio SAM L10/SAM L11 Xplained Pro &/
SAM L10 Xplained Pro - 0002 B X

MCL board
SAM L10 Xplained Pro

SAM L10 Xplained Pro

Extension

The Microchip 54M L10 Xplained Pro evaluation kit is a hardware
platform to evaluate the ultra low power Micrechip ATSAMLI0ETGA
microcontroller. Supported by the Atmel Studio integrated
development platform, the kit provides easy access to the features of
the Microchip SAM L10 and explains how to integrate the device in a
custormer design,

- Launch Data Visualizer

External Links:

%5l Xplained Home Page (find other kits and extensions)

(¥) Kit Details
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FIFH Atmel Studio 7 1 START FF#4{% F§ SAM L10/SAM L11

5. M Atmel Studio J5i 3 Atmel Start: File > New > Atmel Start Example Project (XCA} > #77d > Atmel
Start R H ) , #RJ5 Atmel Start ¥ 7E Atmel studio 7 H4TF.

Kl 4-2. 1E Atmel Studio F3TFF Atmel Start =55 H

File | Edit  View  VAssistX ASF  Project  Debug

Mew

Open

Close

Close Solution

Import

Save Selected [tems

Save Selected ltems As...
E¥ Save

Export Template...

Page Setup...

Print...

Recent Files

Recent Projects and Sclutions

] 'ﬁj‘l

Tools  Window  Help

Project... Ctrl+5Shift+ M
File... Ctrl+M
Examnple Project... Ctrl+5Shift+E

Atmel Start Project
Atmel Start Example Project

Py
B2
As
P | As
Ctrl+5
Ctrl+5hift+5
Ctrl+P
3
3

Atmel Start K Im#INA R 51513 .
6. fEFIFKH LS “LED Flasher” /-, #4)5 #.ii Open Selected Example (4T ik 7] .
K 4-3. Atmel start SAM L1x 1] A= H5)F

Name Categories Description Board(s) supported User guide
Calendar demo . "1 This example shows the use of the Calendar driver and SAM L10 Xplained Pro
= I O E alarms to blink LED every 10 seconds. SAM L11 Xplained Pro
EDBG UART :] This demo uses the UART usage example function to write SAM L10 Xplained Pro User guide
data to the EDBG Virtual COM Port. Echo back input SAM L11 Xplained Pro
characters and toggle LED.
4 LED flasher ',l This example periodically toggles an on-board LED. SAM L10 Xplained Pro User guide H
L lle] SAM L11 Xplained Pro :
LED switcher "1 This example toggles an on-board LED every time when an SAM L10 Xplained Pro User guide
I o on-board switch is pressed. SAM L11 Xplained Pro
Low power for SAMLTX This example demonstrates the different low power modes ~ SAM L10 Xplained Pro User guide
of the SAM L10/L11 which are DLE, STANDBY and OFF SAM L11 Xplained Pro
modes
PWM Example m ,\/ This demo read light sensor on 10 Xplained over ADC, and SAM L10 Xplained Pro User guide
- then output PWM on LED to reflect the current measured SAM L11 Xplained Pro
light level.
Smart Card Evamnle i Thic avamnlo dnoc 3 raad and writa dats avamnla far emart €AW 110 Ynlained Bra —— "
fmm—m—mmmm e — — —— -~
1 1
1 1
e e J

7. EF SAM L10 5t SAM L11 Xplained Pro #%, #A)5 .17 Select board CGEFHER) -
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FF Atmel Studio 7 1 START 515/ SAM L10/SAM L11

B 4-4. HIERHR G

SELECT BOARD X

The example LED flasher is supported by more than one board.
Select which one to use:

Board Device
SAM L10 Xplained Pro ATSAMLIOET A
SAM L11 Xplained Pro ATSAMLT1ETGA

Select board

© 2018 Microchip Technology Inc. M %T 00002722A_CN-page 10
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F]F Atmel Studio 7 #1 START F4&{#F SAM L10/SAM L11

8. M Atmel Start i GENERATE PROJECT (/E/IiH) A H. ¥ ER “My Software
Components” (KR LFAM) %
& 4-5. Atmel Start 3 B 4= 5

PUETE U sAM L1 Xplained Pro - 0125

MY SOFTWARE COMPONENTS @

@ Add software component e
B

5] DASHBOARD

LEDFLASHER  {}

4l PiNMUX

SELECTED BOARD: SAM L10 XPLAINED PRO

[5:selected board
The Atmel® | SMART™ SAM L10 Xplained Pro evaluation kit is a hardware platform to evaluate the ultra low power Atmel ATSAML10E16A

micracontroller. Supported by the Atmel Studio integrated development platform, the kit provides easy access to the features of the Atmel® | SMART™
SAM L10 and explains how to integrate the device in a customer design.

El soaro pETAIS

(D ciocks

SELECTED DEVICE: ATSAML10E16A

GENERAL SUPPORTED PERIPHERALS

Name ATSAMLI0ET6A AC 1 OPAMP

cPU CORTEX-M23 ADC 1 OSC32KCTRL

Flash 66 KB ccL 1 OSCCTRL

SRAM 16 KB DAC 1 PAC

Package TQFP32 DMAC 1 RTC 1
DSU 1 SERCOM 3

PO ey e B .

Esys 1 7c | 3 ©
D. GENERATE PROJECT
-~

9. KE/RPLUFEO: ERATH LR MR TT RRRRTT RA, REWEIFEFETEMNE. B3 OK
(WasE) , 7F Atmel Studio 3T H I H »
K 4-6. Atmel Studio 1[5 Atmel Start IRH S A

Atmel Start Importer |2

“SAN"
New Atmel Start Project

Project Name: LED flasher
Location: CASAML10_Example_Folder
Solution: Create Mew Solution
Solution Name: LED flasher
View Project Summary

. 4

Atmel Studio KA 1ZIH .
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F|F Atmel Studio 7 1 START 4515/ SAM L10/SAM L11

10. 2L A BRAC B M A% AR s 1

- $THIUH B M

Project > Properties (Wi H > J&) mi<ALT+F7>.

- #i Tool (T H) .
- XPTHETR RS AL RS, &R “EDBG ATMLxxx”
- XFREEO, PR “SWD7 .

B 4-7. R TR

SAM L10 Xplained Pro - 0163

Build

Build Events
Toolchain
Device
Packs
Advanced

LED flasher +® X [ESISUETG] Atmel | START SAM L11 Xplained Pro - 0125

N/A MNfA

Selected debugger/programmer

lEDBG-ATMLonoommoaoomsa v| Interface: [SWD v|

SWD Clock
i 2 MHz

The clock frequency should not exceed target CPU speed * 10,

Programming settings
Erase entire chip vl Reset strategy | Normal v|

Debug settings
[] Owerride Vector Table Offset Register  exception_table
Cache all flash memory except

1. %W i¥I+ig47T LED Flasher N2/
- YRFWiH: Build > Build Solution (4% > ik i %) mi<F7>,
- BARASIN#E] SAM L10 Xplained Pro H 3£ 451ik: Debug > Start debugging and break (i
R > LRI B<ALT+F5>,
- MR CGRE, RS ERECh R,
- B17/05: Debug > Continue (IR > k%) Bi<F5>,
- ZonpliEid Xplained Pro HARiE47.

© 2018 Microchip Technology Inc.
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5.1

AN2722
FIF Atmel Studio 7 1 Start FFiHH SAM L1 ZE&fRRTER

FFH Atmel Studio 7 1 Start FF a5 SAM L1 ZE&fER TR

SAM L1 L& MaigdR
] ATSAM L11 FE R T ARMVS-M 28141 TrustZone®KAs [F] 22 4 Th RE ML 2 o
TrustZone A& —F - - &4t (System-on-Chip, SoC) #1 MCU R4 yu 22451k, SZH4E MCU
BATRENHE L RS . B2 N Ak, BRE G S8 RE U Mk e A7 as . AN
/O, AWM ARG MG PRI HE i

BIFR NI (B A)

SIFENRITE (B A+ % B)
BIF RN BT —AME— P EANR CEF A, st LN HI:

TFR . BB AR 2 A

TF RN B AR 2 4R Y
FEXIF RN R TTEA, —ADFFRANR (BT A AR 2N R A A2 & . %4
N FH AR AN S SAM L11 NVM 31532 B {547,

WRIE, H—MFRANR (B B) BIEWmER SAM L1 _EIFaaaE2e 4 R AR P I A, BRAIKT 22 4> BE IR
vl (BRI AR % 4 APD &
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FIF Atmel Studio 7 1 Start FFiHH SAM L1 ZE&fRRFTER

B 5-1. BIFRNRARIFRN R T5%

Blank L11 Final Application

: : Developer
Microchip - A - End-User

Secure Pre-
Blank L11 programmed Final Application
L11 / Modules

Developer Developer

Microchip > A p B p End-User

ASCRE IR T AnAeT K i LT YA 2B A e o 5
ZATH
A2 4T H

F: ES I “SAM L1 S 7 MHZEIS, HP N9 T Microchip SAM L1155 HLH AT 2 K 2 4
MARRG % & E RN %2 4 RE
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FIF Atmel Studio 7 1 Start FFi5fEFH SAM L11 Z&fR R T HR

5.2 fEA¥EME

%R DL T B IR ZR Atmel Xplained Pro 4

1. T # Atmel Studio.
2. %% Atmel Studio.
3. )33 Atmel Studio.

ATMEL
STUDIO

@

Atmel
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AN2722
FIF Atmel Studio 7 1 Start FFi5fEFH SAM L11 Z&fR R T HR

4. {%/ micro-USB H1%5 (Standard-A #4%% Micro-AB A1) ¥ T. AfU | () DEBUG USB 3ifii [T 51454
Hl. Xplained Pro MCU T B AL & VOEFLRTHENES, HE R0 223 AR IREhRE T . IRBIFE 7 S04
Y HE 32 A 64 KRR A ) Microsoft® Windows® XP. Windows Vista®. Windows 7. Windows 8 #1
Windows 10,

r (l Your device is ready to use % *
' Device driver software installed successfully.

Xplained Pro MCU #_FHif, HL LED (4R€) K5Eitt. Atmel Studio ¥ H s % 2 145 &
Xplained Pro MCU F14 4R . Atmel Studio #$24EAH3ME B, F in$dE F 1A T2 A0k .

ATSAML11E16A 232F i _F R A U AR AT g2 AR, DR TE 75 /MR g A2 2% sl i 2% T H .
K 5-2. Atmel Studio SAM L11 Xplained Pro &4

SAM L11 Xplained Pro - 0020 + X

MU board

SAM L11 Xplained Pro SAM L11 Xplained Pro

Extension

The Microchip SAM L11 Xplained Pro evaluation kit is a hardware
platform to evaluate the ultra low power Microchip ATSAMLTTETEA
microcontroller, Supported by the Atmel Studic integrated
development platform, the kit provides easy access to the features of
the Microchip 54M L11 and explains how to integrate the device in a
custormer design.

- Launch Data Visualizer

External Links:

%] Xplained Home Page (find other kits and extensions)

() Kit Details

© 2018 Microchip Technology Inc. M %T 00002722A_CN-page 16



AN2722

FIF Atmel Studio 7 1 Start FFi5fEFH SAM L11 Z&fR R T HR

5. M Atmel Studio J5 3/ Atmel Start LUFT H 22N HFEFIUH : File > New > Atmel Start Example
Project, #XJ5 Atmel Start 4 B #:7E Atmel studio 1] FF

K 5-3. 7£ Atmel Studio H¥TF#7 /) Atmel Start 7~%35 H

File | Edit  View  VAssistX ASF  Project  Debug  Tools
Mew P {3 Project.
Open * | File..
Close &) Example Project...
Close Solution As  Atmel Start Project
Impaort ¥ | As  Atmel Start Baample Project
Save Selected [tems Ctrl+5
Save Selected ltems As...
E¥ Save Ctrl+Shift+5
Export Template...
Page Setup...
Print... Ctrl+P
Recent Files »

Recent Projects and Sclutions

HE: JURBRE, KRR sR.
6. MRBIFIERFESFLETH K “TrustZone AT17R41”

SELECTED EXAMPLE.

Window  Help

Ctrl+Shift+M
Ctrl+M

Ctrl+Shift+E

K 5-4. TrustZone A|7 SAM L11 &4 T H =5k &%

Search: |

Category: ‘

(TZ-GetStart-S) , #RJ5#.d7 OPEN

Board:

Name Categories

PWM Example

Smart Card Example

TZ-GetStart-NS

———~
n
i
(]
o
o]
ot
i

e
@

TZ-MixSecureEIC-S

TZ-SecureDriver-NS

Description

ATECC508A CryptoAuthenticationTM device to demonstrate
secure node provisioning and node authentication using
PKI methodology. Specific details include internal key
generation, creation of signer and device certificates, and
certificate chain verification from device to the certificate
root.

This demo read light sensor on |0 Xplained over ADC, and
then output PWM on LED to reflect the current measured
light level.

This example does a read and write data example for smart
card

Getting started example of using TrustZone for Cortex-M
device. This is non-secure project, please use it together
with secure project.

Getting started example of using TrustZone for Cortex-M
device. This is secure project, please use it together with
non-secure project.

device of mix secure peripheral EIC. This is non-secure
project, please use it together with secure project

This example illustrates the use of TrustZone for Cortex-M
device of mix secure peripheral EIC. This is secure project,
please use it together with non-secure project.

This example illustrates the use of TrustZone for Cortex-M
device by isolating temperature sensor driver source code

Board(s) supported

SAM L10 Xplained Pro

SAM L10 Xplained Pro
SAM L11 Xplained Pro

SAM L10 Xplained Pro
SAM L11 Xplained Pro

SAM L11 Xplained Pro

T2 MixSecureEIC-NS ‘ """"""" This example llustrates the Use of TrustZone for Cortex-M . SAM L11 Xplained Pro |

SAM L11 Xplained Pro

SAM L11 Xplained Pro

User guide

User guide
User guide

)
User guide i8]

User guide
User guide

© 2018 Microchip Technology Inc.
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AN2722
FIF Atmel Studio 7 1 Start FFi5fEFH SAM L11 Z&fR R T HR

7. M Atmel Start 4 535 H LL{E Atmel Studio F1#17F. #1775 H )5, #.idi GENERATE PROJECT.
K 5-5. Atmel Start Z4£ T B ER 4 5R

Atmel | START = > [TRE ~

MY SOFTWARE COMPONENTS ®@

@ Add software component show

TRUSTZONE_
MANAGER_0

GCLK | | MCLK | | 0SC32KCTRL | | OSCCTRL | | DMAC |

TZ-GETSTART-5 ®

Getting started example of using TrustZone for Cortex-M device. This is secure project, please use it together with non-secure project.
GENERAL
1 Userguide
# Rename component

TOOLCHAIN SETTINGS
o

(D cLocks m [Z] DASHBOARD
(=]
— vozz

COMPILER CONFIGURATION LINKER CONFIGURATION

Miscellaneous Other Flags [ -std=gnu9s -mcmse | Miscellaneous Linker Flags [ -Wi—-out-implib=libsecure_gateway_veneer.ib

e ———

8. K E/RLLF “New Atmel Start Project” Bzt Atmel Start i H ) & I,
& 5-6. ZA&THFARE

Atmel Start Importer >
Pl P~
New Atmel Start Project m

| Project Name: TZ-Get5tart-5
Location: CA\Users\WM43422\Documents\Atmel Studio\7.0
Solution: Create New Solution
Solution Name: TZ-GetStart-5

View Project Summary

© 2018 Microchip Technology Inc. M %T 00002722A_CN-page 18
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FIF Atmel Studio 7 1 Start FFi5fEFH SAM L11 Z&fR R T HR

9. BXLATHHEER:
- RINFIUE K.
- i Browse (3% dEHEITH A7 E -
- R P Create New Solution (BIEHT IR H) -
- BRI RATR: N\ TrustZoneGettingStarted.

- ¥ OK, 7F Atmel Studio F3TH-TiH .
B 5-7. BHHERER

Atmel Start Importer

New Atmel Start Project

[ Project Name: ISe:ureP:cjec‘t
Location: CA\SAML11_GettingStarted_TZ_Example_Folder
Solution: Create New Solution
Solution Name: ITrustZoneGemngStaned I
i Pri mm

© 2018 Microchip Technology Inc. M %T 00002722A_CN-page 19
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FIF Atmel Studio 7 1 Start FFiGfEFH SAM L11 Z&fR R T HR

10. E/E Atmel Studio R T REIREFARHEFIIH: View > Solution Explorer (R > fifi ik 7 ¥t
P FEAS) Bi<CTRL+ALT+L>.
Kl 5-8. S %4 T H K Atmel Studio k7 R IR B3

Solution Explorer
@ o-d@m F =20
Search Solution Explorer (Ctrl+5)

@l Solution 'TrustZoneGettingStarted' (1 project)
4 SecureProject

=d| Dependencies
=d| Cutput Files

2 Libraries

[ Cenfig

[J Device Startup
[ examples

3 hal

3 hpl

A hn

1 trustzone

c  atmel_start.c
atrmel_start.h
atrnel_start_pins.h

b A A

driver_init.c
driver_init.h

nn. 31 nn. 31 zn.

main.c

VA View VA Outline RElNilalB3ill1E,

H#l, TrustZoneGettingStarted fift ¥ /5 A EL+E SecureProject.

© 2018 Microchip Technology Inc. M %T 00002722A_CN-page 20
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FIF Atmel Studio 7 1 Start FFi5fEFH SAM L11 Z&fR R T HR

1. 4% “TrustZoneGettingStarted” “Z &N HFET, FTFEDIH: Build > Build Solution B<F7>.
FH T30 H 2 1 G R T AAR R SR AR 22 4 N AR 7 A I 2 A E M %, BRI 4y B2

B 5-9. ZE&THHFERMHED

Output

Show output frem:  Build

B S i PP R

.
make: Nothing to be done for 'all'.
Done executing task “RunCompilerTask".
Task "RunOutputFileVerifyTask"
Program Memory Usage B 1220 bytes 1.8 % Full
Data Memory Usage : 1568 bytes 9.
Done executing task "RunOQutputFileVerifyTask".
Done building target "CoreBuild"™ in project "SecureProject.cproj”.
Target "PostBuildEvent" skipped, due to false condition; ('$(PostBuildEvent)' != '') was evaluated as ('' I= ''}.
Target "Build™ in file "C:\Program Files (x86)\Atmel\Studio\7.8\Vs\Avr.common.targets" from project "C:\SAML11_GettingStarted_TZ_Examp
Done building target "Build" in project "SecureProject.cproj”.
Done building project "SecureProject.cproj”.

Build succeeded.
=== Build: 1 succeeded or up-to-date, @ failed, @ skipped ==========

OQutput
Build succeeded

© 2018 Microchip Technology Inc. M %T 00002722A_CN-page 21



AN2722
FIF Atmel Studio 7 1 Start FFi5fEFH SAM L11 Z&fR R T HR

Wik 1w NHFER, JHE SecureProject/Debug AT I b AR B T 4 FE RN 5
Bl 5-10. ZRiRr=A 2 e SO

ed_TZ_Example_Folder * TrustZoneGettingStarted » SecureProject » Debug v O Search Debug o

s
MName Date modified Type Size

L

/25/2018 10:32 AM File folder

5/2018 10:36 AM  File folder

Config

P

Device_Startup

examples 5/25/2018 10:36 AM  File folder

hal 5/25/2018 132 AM  File folder

hpl 5/25/2018 10:32 AM  File folder

hri 5/201810:32 AM  File folder

trustzene /2018 10:36 AM  File folder
| | atmel_start.d 5/25/2018 10:56 AM D File 19 KB
| | atmel_start.o 5/25/2018 10:56 AM O File 728 KB
| | driver_init.d 5/25/2018 10:56 AM D File 18 KB
| | driver_init.o 5/25/2018 10:56 AM O File T1ZKB
E libsecure_gateway_veneer.lib 5/25/2018 10:56 AM  Altiurn Library 1KB
| | main.d 5/25/2018 10:56 AM D File 19 KB
| | main.o 5/25/2018 10:56 AM O File 725 KB
| | makedep.mk 5/25/2018 10:32 AM - MK File 1KB
| | Makefile 5/25/2018 10:36 AM File 31 KB
| | SecureProject.bin 5/25/2018 10:56 AM  BIN File 8,200 KB
| | SecureProject.eep 5/25/2018 10:56 AM  EEP File D KB
| | SecureProject.elf 5/25/2018 10:56 AM  ELF File 833 KB
| | SecureProject.hex 5/25/2018 10:36 AM  HEX File 4KB
| | SecureProject.lss 5/25/2018 10:56 AM LS5 File 24 KB
| | SecureProject.map 5/25/2018 10:36 AM  MAP File 432 KB
| | SecureProject.srec 5/25/2018 10:36 AM  SREC File 4KB
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12. 7£ Atmel Studio 5% 4] Atmel Start % I

13. FEFHTH— A8 H Atmel Start 7~ 45150 H DA i E 22 4 B FR 7 -
- File > New > Atmel Start Example Project.
- Atmel Start ¥ B #27F Atmel studio H$TF.

A 5-11. 7£ Atmel Studio T F#7 ) Atmel Start 7~ 31 B

File | Edit  View  VAssist{ AS5SF Project Debug Toels  Window  Help

Mew P {3 Project. Ctrl+Shift+M
Open * | File.. Ctrl+N
Close &) Example Project... Ctrl+5Shift+E
—IEmeE ol As  Atmel Start Project

Impaort ¥ | As  Atmel Start Baample Project

Save Selected [tems Ctrl+5

Save Selected [temns &

W save sl Ctrl+Shift+5

Export Template...

Page Setup...

Print... Ctrl+P
Recent Files »
Recent Projects and Sclutions J

14, WA R~BIF R EEIEZESTIE ) “TrustZone N[ T7R#” (TZ-GetStart-NS) , #RJ5H#. 7 OPEN
SELECTED EXAMPLE.

Kl 5-12. TrustZone A7 SAM L11 FE%4 T H 7~ fl k%

Search: | | Category: | Board ‘
Name Categories Description Board(s) supported User guide
PWM Example m ,\, This demo read light sensor on 10 Xplained over ADC, and SAM L10 Xplained Pro User guide [l

- then output PWM on LED to reflect the current measured SAM L11 Xplained Pro
light level.
Smart Card Example I/O :] This example does a read and write data example for smart ~ SAM L10 Xplained Pro User guide
card SAM L11 Xplained Pro
e = e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e \
|| TZ-GetStart-NS Getting started example of using TrustZone for Cortex-M SAM L11 Xplained Pro User guide |
| device. This is non-secure project, please use it together ]
!\ with secure project. l'

TZ-GetStart-5 Getting started example of using TrustZone for Cortex-M SAM L11 Xplained Pro User guide
device. This is secure project, please use it together with

non-secure project,

@p

TZ-MixSecureEIC-NS This example illustrates the use of TrustZone for Cortex-M SAM L11 Xplained Pro User guide
device of mix secure peripheral EIC. This is non-secure

project, please use it together with secure project

@p

TZ-MixSecureEIC-S This example illustrates the use of TrustZone for Cortex-M SAM L11 Xplained Pro User guide
device of mix secure peripheral EIC. This is secure project,

please use it together with non-secure project.

@p

TZ-SecureDriver-NS This example illustrates the use of TrustZone for Cortex-M SAM L11 Xplained Pro User guid
device by isolating temperature sensor driver source code
from non-secure world. This is non-secure project, please

use it together with secure project.

@p

TZ-SecureDriver-S This example illustrates the use of TrustZone for Cortex-M SAM L11 Xplained Pro
device by isolating temperature sensor driver source code
from non-secure world. This is secure project, please use it

together with non-secure project.

User guid

@p
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15. M Atmel Start 4= /&5 H LA#E Atmel Studio H14T7F, fn#5emn, Hili GENERATE PROJECT.

Bl 5-13. Atmel Start 322410 H A A R

Atmel | START & X

MY SOFTWARE COMPONENTS

SELECTED BOARD: SAM L11 XPLAINED PRO

o

o
Ell O widal @ Add software component
El O oriver
'é' O system drive Click "Add software components” to add drivers and middleware to your project

Pl

TZGETSTART-NS (%
| GCLK | | 0SC32KCTRL | | MCLK | | OSCCTRL | | DMAC |
TZ-GETSTART-NS ®

) Getting started example of using TrustZone for Cortex-M device. This is non-secure project, please use it together with secure project.

o

W GENERAL

@ i User guide

[F:selected board!
The Microchip® SAM L11 Xplained Pro evaluation kit is a hardware platform to evaluate the ultra low power Microchip ATSAML11E16A microcentroller.
Supported by the Atmel Studio integrated development platform, the kit provides easy access to the features of the Microchip® SAM L11 and explains
how ta integrate the device in a customer design.

B Boarp DETALS
D GENERATE PROJECT

SELECTED DEVICE: ATSAML11E16A

© 2018 Microchip Technology Inc. |4z ST 00002722A_CN-page 24
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16. ¥ ERLLF “New Atmel Start Project” % .
K 5-14. EZ2TEFAED

Atmel Start Importer

' New Atmel Start Project

Project Name: TZ-GetStart-N5S

Location: CASAML11_GettingStarted_TZ_Example_Folder\TrustZoneGettingStarted
Solution: Add To Selution x

Solution Name: TrustZoneGettingStarted

Non-secure SAML11 project is detected, Please select below files and procesd
Secure Project Veneer Header File: Add As Link ~ Browse

Secure Project Export Library: Add As Link ~ Browse

Mon-5ecure Project Linker Script: Add As Link ~ Browse

Cancel

© 2018 Microchip Technology Inc. M %T 00002722A_CN-page 25
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17. BEIHER, WTHmR:
B 5-15. #7 Atmel Start 7 H

Atmel Start Importer X
‘3 37 9 .
New Atmel Start Project
S

Project Name: NonSecureProject

Location: CASAML11_GettingStarted_TZ_Example_Folder\TrustZoneGettingStarted
Solution: I Add To Solution - I

Solution Name: TrustZoneGettingStarted

Non-secure SAML11 project is detected,Please select below files and proceed

Secure Project Veneer Header File: IAdd As Link + I ‘ Browse |
Secure Project Export Library: IAdd AsLink ¥ I ‘ Browse |
MNon-Secure Project Linker Script: Iﬁ\dd As Link + I | Browse |

Cancel

- IUHAFR: KOiH &M E@ 4N “NonSecure Project” .

- ALE: (REES A N R FE R I E A R A A E

- fRVLITE: %P Add to Solution CGARINEIMRR TR

- fRRTRAT: RS R ATE M F PR T Z AR TrustZoneGettingStarted.
- HRIEAE ST OK #41.

BE. L@ Add As Link (RN AR B IED.

AP e B AR 2 T H A GE R T D 3R

- URINET R 24T B AL (Secure Project Veneer Header) S0, DAV BN 15 22 4 5 ]
TR AR 22 4 N FR 7 (A EAT A5 AR R 3. 22 2 T H AR S SO T
SecureProjectFolder/trustzone X AFFH . TEREIF, 4R
trustzone veneer.h,

- IR 4T H S 1% (Secure Project Export Library) S0, LA INALE T8 2240 N
FAFE P AR 22 4 SRR P 2 [ AT 1845 B L A R B S B e o 22 20 H 5 1 P SO T
SecureProjectFolder/debug I, fEMREIF, XS R
libsecure gateway veneer.lib.

— NI ) FE 2T R A, DU RN R SRR AT A B e (AR N 4n
) o AFz AT H B RERR AL T SecureProjectFolder/Device _Startup U3, RN
i, M348 samlll nonsecure.ld.
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K 5-16. New Atmel Start Project & [

Atmel Start Importer

New Atmel Start Project

Project Name: NonSecureProject

Location: C\SAML11_GetingStarted_TZ_Example_Folder\TrustZoneGetingStarted
Solution: Add To Selution v

Solution Name: TrustZoneGettingStarted

Non-secure SAML11 project is detected, Please select below files and proceed

Secure Project Veneer Header File: | C\SAML11_GettingStarted_TZ_Example_Folder\TrustZoneGettingStarted\SecureProjectitrustzone\trustzone_veneerh Add As Link ~

Secure Project Export Library: CASAMLYT_GettingStarted_TZ_Example_Felder\TrustZoneGettingStarted\SecureProject\Debug\libsecure_gateway_veneer.lib

Mon-Secure Project Linker Script: CASAMLITT_GettingStarted_TZ_Example_Folder\TrustZoneGettingStarted\SecureProject\Device_Startup'saml11_nonsecure.ld

Browse

Add As Link Browse

Add As Link Browse

- Hii OK, 7f Atmel Studio F4THF i H .

© 2018 Microchip Technology Inc.
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18. H{fiff] Atmel Studio v 7 R %R I 2s (Atmel Studio Solution Explorer) &&E LI H, iFik$
View/Solution Explorer 5% F<CTRL+ALT+L>,
fift 77 & TrustZoneGettingStarted ILYE TG ANTH o« X AN H W F B s

- SecureProject
- NonSecureProject

& 5-17. B4 fIE%42TE ¥ Atmel Studio AR T RETRE FHR

Solution Explorer
@ o-a@| p =] amE
Search Solution Explorer (Ctrl+5)

i Solution 'TrustfoneGettingStarted' (2 projects)
] MonSecureProject
=d| Dependencies
=d| Output Files
2] Libraries
[ Cenfig
[[J Device_Startup
[[J examples
LA hal
3 hpl
A hn
o atmel_start.c
| atmel_start.h
| atmel_start_pins.h
| driver_init.c
| driver_init.h

Eﬁ libsecure_gateway_veneer.lib

C main.c
SecureProject

AU Solution Explorer

© 2018 Microchip Technology Inc. M %T 00002722A_CN-page 28
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19. BCEAEL 2 H MRS/t 0. FIHmHEEMNE, REHITLLFE/E: Project > Properties B4
T<ALT+F7>,

20. #i7 Tool.
- XTTRTER R R AR RS, ik “EDBG ATMLxxx” .
- XNFEEO, &E “SwD” .
E 5-18. IEZEW B KgmE T E%#F

NonSecureProject & XX BRI ]Ta] saml11_secure.ld
Build
Build Events
Toolchain

Selected debugger/programmer
Device

EDBG » ATML3138011800000020 « | Interface: | SWD
Packs

Advanced
SWD Clock

The clock frequency should not exceed target CPU speed * 10,
Programming settings

Erase cnly program area ¥ Reset strategy| Normal v
Debug settings

[ ] Override Vector Table Offset Register |exception_table
Cache all flash memory except

21. %% NonSecureProject: %.4#i%3 H: Build > Build Solution 5544 F<F7>. 62 I-HfiA R 15 AR

H: 2L
HIRo

K 5-19. JEZETHgwiRmH & O

- — |
Output

Show output from:  Build - | | e = | =

Y T T ————
Done executing task “RunCompilerTask”.
Using "RunOutputFileVerifyTask" task from assembly "C:\Program Files (x86)\Atmel\Studio\7.@\Extensions\Application\AvrGCC.dl1l".
Task "RunOutputFileVerifyTask"
Program Memory Usage £ 732 bytes 1.1 % Full
Data Memory Usage E 1576 bytes 9.6 % Full
Done executing task "RunOutputFileVerifyTask".
Done building target "CoreBuild" in project "MonSecureProject.cproj”.
Target "PostBuildEvent" skipped, due to false condition; ('$(PostBuildEvent)' != '') was evaluated as ('' != '').
Target "Build"™ in file "C:\Program Files (x86)\Atmel\Studio\7.@\Vs\Avr.common.targets" from project "C:\SAML11l GettingStarted_TZ_Example_ Folde
Done building target "Build™ in project "NonSecureProject.cproj”.
Done building project "NonSecureProject.cproj”.

ra

Build succeeded.
========== Build: 1 succeeded or up-to-date, @ failed, @ skipped ==========

Output
Build succeeded

© 2018 Microchip Technology Inc. M %T 00002722A_CN-page 29
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22. it & SecureProject il NonSecureProject LA 4728 L.

- 1 Solution Explorer & Ht, ###Hd; SecureProject S {1k % Properties.
& 5-20. W{A7E Atmel Studio *F1j HT B B

Solution Explorer

@& o-a@|p=|am

Search Solution Explorer (Ctrl+5)

_i Soelution TrustZoneGettingStarted' (2 projects)
NonSecureProject

VA View VA C

Properties

Rebuild

Clean

Copy Full Path
Collapse

Scopeto This

Mew Solution Explorer View
Build Dependencies

Add

Add Library

Set as Startlp Project

Add Arduino Library

View Example Project Help
Re-Configure Atrmel Start Project
Take Snapshot

Export Project as Extension
Cut

Rermaove

Rename

Unload Project

A Properties

© 2018 Microchip Technology Inc.
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- 1£ SecureProject @M% 1+, H.id Advanced (HZ) .
& 5-21. Advanced Hi B Bk &

[T IR NonSecureProject

SAM L10 Xplained Pro - 0002 SAM L11 Xplained Pro - 0020

Build
N/A N/A

Build Events
Toolchain

Toolchain flavour
Device
Tool Toolchain packages for the toolchain ‘Atmel ARM 32-Bit (C language)' toolchain can be modified from Tools -> Options -> ain -> Flavour Configuration
Packs Toolchain Flavour, | Native M

Use GDB

Current GDB Path:  C:\Program Files 7. i i e

Current GDB Path is taken from Tools -> Options -> Debugger -> GDB Settings' if configured. Otherwise it is taken from selected Toolchain Flavour if GDB is found there.

[[] Override Current GDB Path
GDE Custom Path:

nal Path:

nal Environment:

Additional medules

Remove | Additional modules will be written to the device after the main module.

- iy Add GRIND LUK NonSecureProject.elf U471 % SecureProject Fff itk .
NonSecureProject.elf 5&—/i- T NonSecureProjectFolder/Debug SCAFJ& 1413 A

& 5-22. .elf 3%+

E Browse module *
<« v <« TrustZoneGettingStarted » MNonSecureProject » Debug v D Search Debug Pl
!
-1
Organize *  New folder =~ T @
~
! @ SAM_L10_SLEEP' » Name Date modified Type Size _
@ SAML10 Xplaine Config 5/14/ 6 File folder
trustzone Device_Startup File folder
& OneDrive - Microc examples File folder L
hal File folder
[ This PC hpl File folder
3D Objects hri File folder figuration’
[ Deskiop |_] NenSecureProject.bin BIN File 1KB
| ] NenSecureProject.eep EEP File 0KB

|| Documents
¥ Downloads
D Music

&=| Pictures f GDB is found there.

& videos

‘s Local Disk (C:)

HEX File

¥ Network v

File name: | NonSecureProject.elf v‘ Module files (elf, .hex, .eep, .bil ~

Cancel

e Additional modules will be written to the device after the main module.
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NonSecureProject.elf XA FIAEV] i #4> SecureProject M hntsk, 1~ fx:
K 5-23. NonSecureProject &M & 1

SecureProject = X [IERREEIHHEY SAM L10 Xplained Pro - 0002 SAM L11 Xplained Pro - 0020

Build

N/A NA
Build Events
Toolchain
Toolchain flavour
Device
Tool Toolchain packages for the toolchain ‘Atmel ARM 32-Bit (C language)' toolchain can be modified from Tools - Options -» Toolchain - Flavour Configuration’
Packs Toolchain Flavour, | Native
Use GDB
Current GDB Path:  CAProgram Files 2 (Frrt b

Current GDB Path is taken from ‘Tools -> Options -> Debugger - > GDB Settings' if canfigured. Otherwise it is taken from selected Toolchain Flavour if GDB is found there.

[[] Override Current GDB Path

m Path

Additional Path:
Additional Environment:
Additional medules

\\NonSecureProject\DebugiNonSecurePrajectelf

Remove | Additional modules will be written to the device after the main module.

- BESERRMCPIR, BRI URTEME: File > SaveSecureProject.

- 1 Solution Explorer % 11, #7##.ifi NonSecureProject S 1 3i% % Properties.
- fE NonSecureProject JEE % [, #H Advanced.

- iy Add LUK SecureProject.elf SU4-¥RINE] NonSecureProject Fit inibisk .
¥E:  SecureProject.elf =—/Mi T SecureProjectFolder/debug A& 1) 4 3 S
SecureProject.elf .1~ SecureProject M IELH 97 7y, 1R s

K 5-24. NonSecureProject B & 1

SecureProject e AR 5AM L10 Xplained Pro - 0002 SAM L11 Xplained Pro - 0020
Build
N/A N/A
Build Events
Toolchain
) Toolchain flavour
Device
Tool Toolchain packages for the toolchain 'Atmel ARM 32-Bit (C language}' toolchain can be modified from Tools -> Cptions -» Toolchain - Flavour Configuration
Packs Toolchain Flavour: | Native

Use GDB

Current GDB Path:  C:\Program Files (x86)\AtmeN\Studic\7.4 in\bii (Frfbom

Current GDE Path is taken from Tools -> Options -> Debugger -> GDB Settings' if configured. Otherwise it is taken from selected Toolchain Flavour if GDB is found there.

[] Override Current GDB Path

GDB Custom Path:

Additional Environment:
Additional modules

\\SecureProjectiDebugiSecureProject.elf

Remove | Additional modules will be written to the device after the main module.

- BUSERUPER, EPAT DL R ERAE LR 41T JE Y File > SaveSecureProject.
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23. FEEE WA LR 5 TrustZone R TT %, 1% DL B R
- 1 NonSecureProject 1 & — M i
- f£ Solution Explorer % HH1#5% NonSecureProject S, $RJ5+ T main.c S04

- R AHSRAT AN IR T

K 5-25. Atmel Studio IDE #iR: WrSfrE

32 #include "atmel start.h”
33 #include “trustzone_veneer.h”

35 volstile int gs_val[2];

37 /* Nen-secure main() */
38 Eint main(void) {

39 /* Initializes MCU, drivers and middleware */

40 atmel start_init();

42 /* Call non-secure callable function 1 */
® 43 gs_val[@] = nsc_func_plus3(1};|

45 /* Call non-secure callable function 2 */

46 gs_val[1] = nsc_func_minus2(7);

47

43 /* Replace with your application code */

49 while (1) {

50 _NOP();

51 }

52 |}

53

Solution Explorer

= mainc - =2 CASAMLI1 GettingStarted_TZ_Example_Folder\ TrustZoneGettingStarted\NonSe = |€"Go Q,| o-a B/ | Fo= | EEID|
29 | * = ; (Ctrl+ S
3 | = = ) Search Solution Explorer (Ctrl+S)

(@l Solution ‘TrustZoneGettingStarted' (2 projects)
4 NonSecureProject
b [ Dependencies
b [ Output Files
b [ Libraries
b [ Config
b [ Device Startup
b [ examples
b [ hal
b [ hpl
b 4 hri
¢ atmel_start.c
n| atmel_start.h
. n] atmel start_pins.h
¢ driver_init.c
n) driver_inith
— libsecure_gateway_veneer.lib
main.c
b SecureProject

AR NINTIEY Solution Explorer

B | properties
»

FEXAEOS, Kl f & TRz 2 A K% 1 (nsc_func plus3) FIfERATAL. ZREHE
41k SecureProject J5 /L) 1ibsecure gateway veneer.lib AT T A,

FERR (28 HSERON %2R func_plus3 B, 7£ SecureProject ] main.c

SE R o

- fEZAMK trustzone veneer.c ) return func plus3 (x) ;TR E WA

© 2018 Microchip Technology Inc.
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& 5-26. Atmel Studio IDE HEiR: ik 224 W SRR 5 i bt &

&l o-0@| F =20

W Sehuticn TandeeGatingStated (2 progect)

#include ] MonSecareProject
e lude a SecureProject
ne lude * Ll Dependencies
........ Non-sacure SEarted Bia * Gd Outpud Files
. B 8 Libracier
extern int fusc_plusd(ing x); & [ Cenfig
extern int func_sdnusZ(int x); P 3 Device Stentup
¥ [ eangle
* O hat
* \mrlef Noa-secure C functis 1 ', 1 hpl
=1f defined|_: L e 2 i
__cmbe_nensecure_gntey Ant ns 4 1 tstaone
selif defined( CC_aamM) /* xe G brustreee, managerc
int msc_fune_plusi{ 1) { % trustzone_managesh
Belse e - ] st Ve S
int _ avtribute_ ((cmse_nonsecure_entry}) nsc_func_plus3{int x} = brustzone_venserh
Bnalf <l atmelstart.c
u] sbeel_start b
< x] atmel_start pinch
! o] dinver_inid.g
5] driver_init.h
manc

* \orief secure 1lable functiom 2

Bif defined(__10CARN_) /* 14
&_noAsedure_sntry Lnt Ad
defined(__CC_ARM) /* e
c_fune_sinus2(int w} _ seeeibute  {{emse_nonsesure_entey))

Eern
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- {f SecureProject main.c X func_plus3 75 AN B W £

K& 5-27. Atmel Studio IDE #fik: FikZ%4WHH TRk S

9 | * AND FITNESS FOR A PARTICULAR PURPOSE. IN NO EVENT WILL MICROCHIP B

22 | * SOFTWARE, HOWEVER CAUSED, E
23 | * POSSIBILITY OR THE DAMAGES Af . EST EXTENT
24 | = ALLOWED BY LAW, MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY
25 | * RELATED TO THIS SOFTWARE WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY,
26 | * THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR THIS SOFTWARE

27 -

38 | * \asf_license_stop
29 *

@ | v

31

32 #include "atmel_start.h"
33 #include "trustzone_config.h”

35 /** Typedef for non-secure callback functions */
36 typedef void (*funcptr_void)(void) _attribute_ ((cmse_nonsecure_call));

37

38 EI/**

39 | * \brief This function will return a value of input parameter plus three.

w | 7

[+] 1 [int_func_plus3(int x) { return x + 3; J|

42

43 @y

44 | * \brief This function will return a value of input parameter minus two.
o

6 int func_minus2(int x) { return x -

I

The Secure Application:

- Initializes MCU, drivers and middleware

* - Sets the non-secure main stack (MSP_NS)

- Gets the non-secure reset handler

- Jumps to the non-secure software application

=lint main(void) {
funcptr_void NonSecure_ResetHandler;
/* Initializes MCU, drivers and middleware */
atmel_start_init();

100%  ~

~|PGo
+

Solution Explorer
@ eo-am r=lan
Search Solution Explorer (Ctrl+$)

¢! startup_saml1lel6a.c

€ system_saml1lel6a.c
b [ examples
b [ hal
b [ hpl
b gk

© atmel_start.c

atmel_starth
atmel start_pins.h
driver_init.c
driver_inith
& libsecure_gatewsy_veneer.lib
¢ main.c

EACHEAES

4 SecureProject

i Dependencies

=4 Output Files

1 Libraries

(3 Config

[ Device Startup

[ examples

3 hal

[ hpl

[ hri

[ trustzone
¢ trustzone_manager.c
h] trustzone_managerh
€| trustzone veneer.c

| trustzone_veneer.h

< atmel_start.c

n atmel_start.h

ATvvvveevew

n] stmel_start_pinsh
<l driver_init.c
o] driver_inith

c

VAR
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- MR E R EE AL eI P, SRJEAE AT H T DUR P B R AT

2

o Bl BiR R<FS> A AT IR & . IATRE No
W A Ak f
K 5-28. RSIFERHD

nSecureProject 1% —4~

b A P d P mainc B X P
2 main - 2|3 intmainfoid) ~|&Go @ e-akl|pF =@
;; :/ f Search Solution Explorer (Ciri+S)
51 <] startup_samilieltac
32 #include "atmel start.h” gl system_saml11e16a.c
33 #include "trustzone veneer.h” b3 eamples
3 Lotile ¥ s b [ hal
:s volatile int gs_val[2]; I
37 /* Non-secure main() */ b 3 b
38 Elint main(veid) { ©] atmel start.c
39 J* Initializes MCU, drivers and middleware */ n atmel start.h
26 | atmel_stsrt_init(); n atmel_start_pins.h
© driver_init.c
/= Call non-secure callable function 1 */ W) driver_inith
o & libsecure_gateway_veneerlib
/* Call nen-secure callable function 2 */ £| main.c
gs_val[1] = nsc_func_minus2(7); 4 B Securefroject
b 4 Dependencies
/= Replace with your application code */ = b =4 OutputFiles
49 | while (1) { b [ Libraries
50 __NOR(); b [d Config
51 b [ Device Startup
52 |} b [ examples
3 b £3 hal
b C3 hpl
b b
4 [ trustzone
¢ trustzone_manager.c
h! trustzone_manager.h
¢ trustzone veneer.c
| trustzone_veneerh
€ atmel_start.c
nl atmel_start.h
n atmel_start_pins.h
© driver_init.c
n driver inith
c] main.c
-
100% - 4 » Su\ulmnExp\wEr

»

- R EE N <FS> ARSI ih . PUTIAE %

(trustzone_veneer.c) H (158 AN BT AT AL B 15

EZES

- ﬁ?ﬁtﬁnﬁiﬁiﬁﬂQF& PAAREEI I 15 . $UATHEAE SecureProject H 55 =4~
RALEE .

K 5-29. FHRSEHD

s -|&Go

g
20
21
2
23
24
25
2

= AND FITNESS FOR A PARTICULAR PURPOSE. IN NO EVENT WILL MICROCHIP BE =
= LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL OR CONSEQUENTIAL

= L0SS, DAMAGE, COST OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE

* SOFTWARE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE

* POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT

* ALLOWED BY LAW, MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY

* RELATED TO THIS SOFTWARE WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY,

* THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR THIS SOFTWARE

* \asf_license stop

#include "atmel_start.h”
#include "trustzone_config.h”

/** Typedef for non-secure callback functiens */
typedef void (*funcptr_veid)(veid) _attribute_ ({cmse_nonsecure_call));

* \brief This function will return a value of input parameter plus three

fint Func_plus3(int x) { return x + 3; }|

=
* \brief This function will return a value of input parameter minus two
*

int func_minus2(int xy { return x - 2; }

=
* The Secure Application:

* - Initializes MCU, drivers and middleware

- Sets the non-secure main stack (MSP_NS)

- Gets the non-secure reset handler

- Jumps to the non-secure software application

int main(void) {
funcptr_void NonSecure_ResetHandler;

/* Initializes MCU, drivers and middleware */
atmel_start_init(); -

Solution Explorer
@ o-f@|F=a0
Search Solution Explorer (Cirl+S)
ol stertup_samlt1elba.c
c] system_samlTlel6a.c
b3 examples
b hal
b hel
b [ b
] atmel start.c
] atmel_starth
| atmel_start_pins.h
| driver_init.c

EAGHEAEAG)

driver_init.h
&5 libsecure_gateway_veneerlib
c main.c

4[4 SecureProject

=4/ Dependencies

Output Files

Libraries

Config
Device_Startup
examples

hal

hpl

hri

trustzone

Lvvvvwvev T

=
=]
=]
(=]
=]
=]
=]
=

c] trustzone_manager.c
] trustzone_managerh
] trustzone veneer.c

h trustzone_veneerh
atmel start.c

| atmel_starth

| atmel_start_pins.h

A

n

Solution Explorer

© 2018 Microchip Technology

Inc. mﬁﬁ %iﬁ

00002722A_CN-page 36



AN2722
FIF Atmel Studio 7 1 Start FFiHH SAM L1 ZEfRRTER

e BAE, T RAASSZ AT BR A 0] 22 4 A0 lE 22 42 000 H BEAT

© 2018 Microchip Technology Inc. M %T 00002722A_CN-page 37



AN2722

Microchip Pk

Microchip M3 http://www.microchip.com/Jy % F SE BEE LR SCRF . 25 7 T id i 12 ki 5 {8 3R BROSCAH RS
B REE RS 0 BN AR BT g i), bR AL DL R (5 B
© PRSI HE T RERER . M ICROREIRET . Wk RIE. PR DR SRRSO B
VR AR R A DA R VA RS R
o RERTF—F WG (FAQ)  BARIFER. LT IR LK Microchip Jii fal 11K i i 4 5
*  Microchip W&—— = Wik BRIV IGTE RS« 38 Microchip #ilalfe . BT AES) 2 HER . Microchip
B AR DK T RESIE

AR IBAE T RS

Microchip {1738 538 0% 7 RS54 B T2 7 1 fift Microchip 77 S I BGHH 5 8 . TR Al 78 Al AT S 4 ) 5
AP RV R THRAZT . SE, RATHRRA B R R, Use 3 e 3 0

WM, 3% & 5% Microchip B3 http://www.microchip.com/. fE “37#:” (Support) F, iy “ZA5 g i@ %0
% ;17 (Customer Change Notification) fil 45 & 4% FEE M 5 BH 5 i it o

&SR

Microchip 7 i i) F 7 R E e DL SR 58 345 75 B -
o ARHEREAER
o CUHETE R FAL
c NMHTHREN (FAB)
© BORSHRF
IR R AR . AR H TR (FAE) F3R3CHE. M8 &S v A% PR e, A
5 B 4 IR AL BB 2R 7 5
WAL DA M SR HAR R http://www.microchip.com/support

Microchip #FIBRThEE

TR LN A 2% Microchip s AR fR47 Th BE A2 5

*  Microchip {7 3% 5| Microchip %tdE T o BT ik AR F6 b5
*  Microchip #ifs: ZEIE# A FHAIEML R, Microchip 2515 M 44 i b R85 frb 22 4 1 77
Z
o BT, AEEEE. HERAREMARID R TRERIAT N . SRR, BT X LEAT RS DA
Microchip £3 i h #52 B4R AF BRTE I AE T Microchip 72 i . IXRERSAI AR T BE1RIE T I
B
*  Microchip J&& 5 R ORAL 52 3ME & P A 1E
*  Microchip BAEATH A AR RO LRUE D ) 22t o ARBSLRY HEA B TATTORUE ™ i 2
CHARTRE” 1.
RIS T REAL T RE SR B . Microchip A1 AN WT ot = S AR AL ARy Th k. Rl BB 2R Microchip
ARAGRIP THRERAT NI M E R T (B8 F T HERALE L (Digital Millennium Copyright Act) ) o 4

© 2018 Microchip Technology Inc. M %T 00002722A_CN-page 38


http://www.microchip.com/
http://www.microchip.com/
http://www.microchip.com/support

AN2722

RIZMAT N FEANAERZIRBTEL T, BEVT 1 S B BEHAD SZ ORI R, S B 12755
SEREYRIR, AT IEIXFRAT N

e EYSkl

At A T TR B g AR IR A5 B B A R N AN IS ER AR, e AT TR 8 B SR 2 A5 BT AR BRI
R EHAMTE, REH SR 7T Microchip XX e(g EAEAEATH/REE R Bk k. 20k
FoA e A 7 B R, AR EAR A AN P VERE. SRS PR SR & 03E P 1 7 B
AR . Microchip X [RIX S645 5 R A4 FH I L8455 207 5| A2 1 5 RASKIRATAT 5T4E . Wi Microchip #&44H
FEadERE R/ e e N, — VIR T B e K7 AR G RATT— U . R Uik
TN, S48 ARRE Microchip %o T A&HIEF 5T4E, FEINLARE: . BRAESAMAERE, BILE Microchip %1iH
FERURS R, AN Al A A 7 L AR AT A VR AT E

[EXD

Microchip FI4FRFIEFR4HL A . Microchip #ikr. AnyRate. AVR. AVR #i#5. AVR Freaks. BitCloud-.
chipKIT. chipKIT ##5. CryptoMemory. CryptoRF. dsPIC. FlashFlex. flexPWR. Heldo. JukeBlox.
KeeLoq. Kleer. LANCheck. LINK MD. maXStylus. maXTouch. MediaLB. megaAVR. MOST.
MOST #i##. MPLAB. OptoLyzer. PIC. picoPower. PICSTART. PIC32 #i#5. Prochip Designer.
QTouch. SAM-BA. SpyNIC. SST. SST #ikr. SuperFlash. tinyAVR. UNI/O 1 XMEGA /& Microchip
Technology Incorporated 77 3 [ A1 H Atf [l 5% sl X F 33 i 7 A o

ClockWorks. The Embedded Control Solutions Company. EtherSynch. Hyper Speed Control.
HyperLight Load. IntelliMOS. mTouch. Precision Edge #11 Quiet-Wire > Microchip Technology
Incorporated 7 3% [l {173 M i b -

Adjacent Key Suppression. AKS. Analog-for-the-Digital Age. Any Capacitor. Anyln. AnyOut.
BodyCom. CodeGuard. CryptoAuthentication. CryptoAutomotive. CryptoCompanion.
CryptoController. dsPICDEM. dsPICDEM.net. Dynamic Average Matching. DAM. ECAN,
EtherGREEN. In-Circuit Serial Programming. ICSP. INICnet. Inter-Chip Connectivity. JitterBlocker.
KleerNet. KleerNet ##x. memBrain. Mindi. MiWi. motorBench. MPASM. MPF. MPLAB Certified
kR MPLIB. MPLINK. MultiTRAK. NetDetach. Omniscient Code Generation. PICDEM.
PICDEM.net. PICkit. PICtail. PowerSmart. PureSilicon. QMatrix. REAL ICE. Ripple Blocker. SAM-
ICE. Serial Quad I/O. SMART-L.S.. SQI. SuperSwitcher. SuperSwitcher Il. Total Endurance.
TSHARC. USBCheck. VariSense. ViewSpan. WiperLock. Wireless DNA F1 ZENA >4 Microchip
Technology Incorporated 71 3 [ A1 HAth [ 5 5t X (R bk

SQTP & Microchip Technology Inc.7£ 2 E (I IR 5 FRic .
Silicon Storage Technology ¥ Microchip Technology Inc. 7t &35 [E 41 (1) [ 58 55 X 3 0 %

GestIC & Microchip Technology Inc.f#)-¥/ & Microchip Technology Germany Il GmbH & Co. KG 7Ef#3€
] 41 1) [ 5 Bt X PR3 M RS A

TEMR K ) P HA R AR 2 A & F A A R TA
© 2018, Microchip Technology Incorporated AL T4 .
ISBN: 978-1-5224-3833-5

© 2018 Microchip Technology Inc. M %T 00002722A_CN-page 39



AN2722

DNV I ER) R B & Hik R

ISO/TS 16949
Microchip £z 13 [E WA S Chandler #1 Tempe 547 T#) XM Gresham (4R B Bt Al G B A4
77 e ST 2 [ AN AR JE 2 M AN EE [ v 0 43T T ISO/TS-16949:2009 AE. Microchip ] PIC®
MCU F1 dsPIC® DSC. KEELOQ®Hkit42fE. 547 EEPROM. SR HIAME . 55 2k M AR 38 S Riaol 7= i e
R S 0 B B RIAE . AL, Microchip 7EF & R Gu s vh R AR 7= 5 THI I R &4 &l 2add 1 1SO
9001:2000 AiiF.

© 2018 Microchip Technology Inc. M %T 00002722A_CN-page 40



MICROCHIP

EEREE LRFE W

SRS

2355 West Chandler Blvd.
Chandler, AZ 85224-6199
HiE: 1-480-792-7200
fLH: 1-480-792-7277
HOR S Ff:
http://www.microchip.com/
support

WAk s
www.microchip.com
RISV N

T, TR

Hif: 1-678-957-9614
fEH.: 1-678-957-1455
BINT, HEIEERM
HiE: 1-512-257-3370
b AR

TS, DEE e
% 1-774-760-0087
1£3{: 1-774-760-0088
ZInEF

IR, PRIE T
Hi%: 1-630-285-0071
tEH.: 1-630-285-0075
ERH

L, AR
HiE: 1-972-818-7423
fEH: 1-972-818-2924
R

VA, SR

HiE: 1-248-848-4000
PRI, AESERERTN
% 1-281-894-5983
VS8 2R R

VAT RIAE IR, EVEE 224 H
g 1-317-773-8323
¥ 1-317-773-5453
HiE: 1-317-536-2380
L

DKERYERREE, INRIAR 8 M
HiE: 1-949-462-9523
fEH: 1-949-462-9608
HiE: 1-951-273-7800
FH, dLRF RGN
HiE: 1-919-844-7510
A, AL4M

Hif: 1-631-435-6000
EfE, WRAREEM
Hif: 1-408-735-9110
HiE: 1-408-436-4270
n&x - 2%

Hif: 1-905-695-1980
£ H: 1-905-695-2078

© 2018 Microchip Technology Inc.

HE -

i 86-10-8569-7000
HHE - R

i 86-28-8665-5511
HHE - BER

Hifi: 86-23-8980-9588
FHE - KR

Hii%: 86-769-8702-9880
HHE -

Hii%: 86-20-8755-8029
HE - B

% 86-571-8792-8115
HE - FR

if: 86-25-8473-2460
HE -8

if: 86-532-8502-7355
FHE - L

Hif: 86-21-3326-8000
HH - JkR

i 86-24-2334-2829
HHE - 5

Hii%: 86-755-8864-2200
HHE - M

Hii%: 86-186-6233-1526
HHE - B

% 86-27-5980-5300
HE -BR

if: 86-20-8833-7252
HHE - K]

Hifi: 86-592-2388138
HHE - EBRAATBIX
Hif: 852-2943-5100
HH - 2R

Hii%: 86-756-3210040
BEHIX - Hik

% 886-7-213-7830
HEHX - Ak

% 886-2-2508-8600
BEHIX - i

1hif: 886-3-577-8366

WA - BJe

ik 61-2-9868-6733
ENRE - BEIZ K

i 91-80-3090-4444
N - i

i 91-11-4160-8631
N - 13

HiiE: 91-20-4121-0141
B4 - KB

Hi%: 81-6-6152-7160
B - R

Hi%: 81-3-6880- 3770
B - KBS

i 82-53-744-4301
W - HR

1if: 82-2-554-7200
DRAEW -
if: 60-3-7651-7906
DKW - i
i 60-4-227-8870
R - DR

Hii%: 63-2-634-9065
VI

Hi%: 65-6334-8870
FH - 88

% 66-2-694-1351
i - AT

i 84-28-5448-2100

IR

BHA] - F/RHr

HiF: 43-7242-2244-39
B3 43-7242-2244-393
FHE - AR

H11%: 45-4450-2828
fEH: 45-4485-2829
H11%: 358-9-4520-820
ZHE-BR

H13%: 33-1-69-53-63-20
fE#: 33-1-69-30-90-79
EE - Iy

Hiif: 49-8931-9700
PEE - 5E

H11%: 49-2129-3766400
faE - \RAE

H11%: 49-7131-67-3636
BE - RREEE

H11%: 49-721-625370
HE -FeE

H1i%: 49-89-627-144-0
fEH: 49-89-627-144-44
BE - FHRES

H11%: 49-8031-354-560
LT - SRR 4N

H11%: 972-9-744-7705
BRA] - k=

Hif: 39-0331-742611
f£ . 39-0331-466781
BRA - 2R

H11%: 39-049-7625286
i - AN

H1i%: 31-416-690399
13 31-416-690340
WEL - FeREHtIR

H11%: 47-7288-4388
H11%: 48-22-3325737
BB - A InEn s
H1i%: 40-21-407-87-50
BT - SRR

H1if: 34-91-708-08-90
f£1: 34-91-708-08-91
Fide - B

H11%: 46-31-704-60-40
High - BAEE R AR

H1if: 46-8-5090-4654
xKE - KRB

Hi%: 44-118-921-5800
1L F: 44-118-921-5820

00002722A_CN-page 41



	摘要
	目录
	1. 器件相关文档
	2. 获取SAM L10/SAM L11 Xplained Pro评估工具包
	3. 获取工具
	4. 利用Atmel Studio 7和START开始使用SAM L10/SAM L11
	4.1. 使用指南

	5. 利用Atmel Studio 7和Start开始使用SAM L11安全解决方案
	5.1. SAM L11安全概念概述
	5.2. 使用指南

	Microchip网站
	变更通知客户服务
	客户支持
	Microchip器件代码保护功能
	法律声明
	商标
	DNV认证的质量管理体系
	全球销售及服务网点



